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Abstract

This work documents the use of communication finite
state machines for the representation of interactions in a
network of devices. Likewise, a hierarchical structure
between elements is adopted, under an organization of
master-slave nodes; from which, the implemented
communication protocol assumes the particular functions
of each device, while ensuring the exchange of
information between them. In order to validate the
adequate constitution of the proposed protocol, through its
respective programming, Arduino and Raspberry free
hardware and software are used, as well as a basic
interface created from the Thonny development
environment, for data entry by the user and the feedback
of information to this. The results obtained demonstrate
the functionality of the developed protocol, which was
implemented from the serial communication standard,
supported by the hardware used. However, it is essential
to clarify that it is possible to implement this type of
application from the use of other standards, as available.

Communication finite-state machines, Communication
protocol, Device network

Resumen

Este trabajo documenta la utilizacion de maquinas de
estados finitos de comunicacion para la representacién de
las interacciones en una red de dispositivos. Asimismo, se
adopta una estructura jerarquica entre elementos, bajo una
organizacion de nodos maestro-esclavo; a partir de la cual,
el protocolo de comunicacion implementado asume las
funciones particulares de cada dispositivo, al tiempo que
asegura el intercambio de informacién entre éstos. Con el
fin de validar la adecuada constitucion del protocolo
propuesto, a traves de su respectiva programacion, se
emplean hardware y software libre Arduino y Raspberry,
asi como una interfaz basica creada a partir del entorno de
desarrollo Thonny, para el ingreso de datos por parte del
usuario y la retroalimentacion de informacion hacia éste.
Los resultados obtenidos demuestran la funcionalidad del
protocolo desarrollado, mismo que fuera implementado a
partir del estdndar de comunicacion serial, soportado por
el hardware empleado. Sin embargo, es indispensable
aclarar que es posible implementar este tipo de aplicacion
a partir del uso de otros estandares, segun se disponga.
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Introduction

Communication systems are increasingly
concurrent and distributed, attributes that are
especially distinguishable in Internet of Things
(1oT) applications (Duhart, Sauvage, & Bertelle,
2016) (Blanc, Bayo-Monton, Palanca-Barrio, &
Arreaga-Alvarado, 2021). Thus, the effective
coordination between the different components
implies a challenge that must be assumed from
the planning (Basu, Bultan, & Ouederni,
Deciding choreography realizability, 2012).
And, since the contemplated devices must
ensure their own executions, while interacting
with each other, the term "choreography" is used
to distinguish the set of valid sequences for the
exchange of messages between them (Basu &
Bultan, Automated choreography repair, 2016)
(Cruz-Filipe, Montesi, & Peressotti, 2021).

It is worth mentioning that the model
proposed by a choreography can be interpreted
from finite-state machines (FMS) properly
defined. (Barbanera, Lanese, & Tuosto,
Choreography automata, 2020) (Orlando, Di
Pasquale, Barbanera, Lanese, & Tuosto, 2021).
Itis a set of states, and another set of transitions;
the latter establish an action or conditions that
determine a change or achievement between two
different states (Ben-Ari & Mondada, 2017).
From finite-state machines, it is possible to
represent the interaction between elements of an
analyzed communication system, through the
asynchronous exchange of messages, through
one or several channels disposed (Lange,
Tuosto, & Yoshida, 2015).

For its part, a communication protocol
can be conceived as a set of finite-state
machines, which establishes roles, while the
messages exchanged are created with a specific
vocabulary  (Barbanera, de'Liguoro, &
Hennicker, Connecting open systems of
communicating finite state, 2019). Therefore,
the modeling of a communication protocol is
formalized, to represent it as a transition of
configurations for the transport of information
through channels (Fragal, Simao, & Mausavi,
2016). In this way, both a concrete definition of
communication processes and its low propensity
for deadlocks or mismatches are promoted
(Yoshida, Zhou, & Ferreira, 2021); with which,
the tests of conformity are automated and speed
up the detection and location of faults, once the
protocol has been implemented (Yang & Kim,
2019).
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Originally, choreographies were used to
characterize  peer-to-peer ~ communication
processes (Muscholl, 2010). However, recently
it is possible to represent distributed processes,
through master-slave interactions (Popovic,
Marinkovic, Djukic, & Popovic, 2021), interest
of this work. In such a hierarchical relationship
of linked devices, one of these leads the
communication process, managing in parallel,
the information generated in, or guided towards,
one or several alternate devices (Rodriguez
Penin, 2012). Moreover, the representation of
the  relationships  established by the
communication protocol used must be
independent of any programming language that
may be wused for its implementation
(Walkinshaw, Taylor, & Derrick, 2016).

Motivation

The use of formal methods for establishing
operation sequences has proven its effectiveness
in a large number of technological fields.
Important applications have been glimpsed
mainly in the industrial environment, through
the implementation of highly coordinated
processes, involving a large number of physical
systems. However, the field of information has
not been the exception, constituting complex
systems that, through the execution of
algorithms, exercise data processing to guide
their results to the performance of some task. In
both cases, the constant has been the proposal of
some methodology whose expression of the
required process has gone beyond both the
implementation itself, as well as the means used
for this.

A way to combine the development of
computer applications to ensure proper handling
of hardware has been exploited since the
proposal of the first cyber-physical systems.
Therefore, if the adequate understanding
between the real and virtual counterparts is
adapted to a mode of operation that ensures
functional interaction between them, it is
possible to guarantee the fulfillment not only of
a specific task, but a set of these, according to the
scope of implemented system.  Such
coordination between the functions of a system,
based on the information acquired, processed
and issued, is especially enhanced through the
use of formal methods, such as finite state-
machines.
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From the study of finite-state machines,
as well as their application to the development of
communication systems, promoted by this study,
it is intended to establish a model that clearly
defines the interactions between several
interconnected devices, for data exchange
purposes. In this way, data coming from input
pins, after being processed and the pertinent
decisions taken, will determine specific results,
which will be destined to output pins, within a
distributed architecture. Through which, not
only is a physical organization of devices
proposed, but also, from the constituted
algorithms, a total adherence to the particular
function that each one must perform can be
ensured, to guarantee said process.

Device network and communication protocol
operation

A hierarchical network of devices is proposed,
made up of three classes of elements: end device,
router and coordinator, commonly associated
with 10T applications (Shrestha & Shakya,
2020). The end device is the means for the
acquisition of data from the environment, at the
same time that it is capable of generating signals
that may affect physical conditions. For its part,
the router serves as the communication interface
between the end devices and the one used for
process management. Finally, the coordinator
operation allows interaction with the system
user; from the performance of the functions of
monitoring and control of the variables acquired,
or manipulated, through the final devices. The
structure of the proposed interaction is shown in
figure 1.

Coordinator

Peer-to-peer
Connection

Router

? Databus
v v v

End End End
Device Device Device
il 2

Figure 1
communication
Source: Own elaboration, 2022

Proposed arrangement for  device
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As can be seen in the previous figure, a
full-duplex interaction is promoted between the
devices that conform the  proposed
communication network. Likewise, a peer-to-
peer connection is adopted between the
coordinator and the router, while a data bus is
established for communication between the
latter and the multiple end devices used. A data
bus enables interaction between the router and
the end devices by enabling communication
channels, through which input or output data
associated with each participating device is
transported, duly addressed (Tocci, Widmer, &
Moss, 2017).

Regarding the communication protocol,
a structure based on finite-state machines was
developed; which allows the management of
certain input and output pins, of the final
devices, from a remote interface. It is worth
mentioning that there is no direct link, or any
physical connection, between end devices and
interface; for which, the router is incorporated to
associate their functions. In this way, an
interaction model is established under the
structure of a supervision system, which could
be later implemented, without the need to use a
particular communication standard.

End device function

Physical input and output pins would be
manipulated only in the final devices. The use of
analog pins was chosen to provide a variable
range of values that the device itself is capable
of reading, or can generate. In this way, and if
required, the management of physical processes
would be facilitated through sensors and
actuators that operate under the specifications
described. For purposes of this analysis, the
mentioned operation is contemplated for each
final device incorporated into the suggested
communication model. The dynamics of a final
device is represented through the finite state
machine of figure 2.

RODRIGUEZ-FRANCO, Martin Eduardo, MALDONADO-RUELAS,
Victor Arturo, VILLALOBOS-PINA, Francisco Javier and ORTIZ-
MEDINA, Raul Arturo. Development and validation of distributed
communication protocol from finite-state machines. Journal of
Computational Technologies. 2022



Article

4
Journal of Computational Technologies

Figure 2 Operation sequence for an end device
Source: Own elaboration, 2022

The performance of the function of an
end device would be triggered from the
confirmation of communication with the router
and the transfer of information from it; seeking
immediately, the reception of the transmitted
message. Three different types of data to be
acquired are established, each one associated
with a specific output to be manipulated,
therefore, these would be differentiated from the
first registered digit. Thus, regardless of the data
received, it would be separated from its first
digit, and the rest destined for the respective
output pin.

Subsequently, the value assigned to a
register in the algorithm itself would be
evaluated, which would be directly associated
with the signal to be acquired, coming from an
input pin. Three possible values are proposed in
the register, each one corresponding to the
reading of a different input pin. It is worth
mentioning that, regardless of the source pin,
each acquired data would be sent to the router
device. Whereas, once the transmission is over,
the value of the register would increase by one;
except that the previous value was two, in which
case it would be reset to zero.
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Router function

The information acquired in each end device
would arrive at the router, suitably identified, to
later be sent to the coordinator. However, such a
management device could also send data, in this
case, related to the condition of the output pins
of the final devices. In this way, the router would
receive the information from the coordinator,
identify the final destination device and manage
the transfer to it. The finite-state machine of
figure 3 exposes the interaction performed by the
router.

Figure 3 Operation sequence for the router
Source: Own elaboration, 2022

As proposed, the operation of the router
would be established from the activation of a
start button and inhibited from the activation of
a stop button. Therefore, once activated, the
router would verify the existence of information
coming from the management device. In case of
causing the transfer of a message, it would be
received; while the contained data would be
distinguished in reference to the first digit read.
It is worth mentioning that such digit establishes
the end device to which the acquired information
must be destined.
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However, prior to sending data to any
end device, the existence of communication with
it would be verified. Therefore, once such a
connection is confirmed, the data transfer would
proceed, excluding the first number originally
registered. Additionally, and according to the
end device with which communication has been
established, it would be verified if it had sent any
data to the router. If the transfer of any data
proceeds, it would be identified, registered and
sent to the coordinator.

Coordinator function

The proposed communication model would
consider the coordinator operation as associated
with the system user. In this way, two tasks
would be assigned to this device: the registration
of the data entered by the user and the
presentation of information to this. It is worth
mentioning that the data provided by the user
would be identified, registered and then
conducted, via the concentrator, to the
corresponding end device, for the manipulation
of one of its output pins. Meanwhile, the
information exposed to the user, properly
identified, would come from the input pins of
each end device contemplated. The coordinator
operation is exposed through the finite-state
machine of figure 4.

Dgi=1

DDD

f
Dg2=3

Figure 4 Operation sequence of the coordinator
Source: Own elaboration, 2022
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The coordinator function would start by
confirming the existence of communication with
the router. Subsequently, the entry of some data
by the system user would be verified, through the
corresponding interface, in order to modify the
status of a certain output pin in one of the end
devices managed. If there is any data available,
and if it complies with the format admissible by
the system, it would be registered, according to
the final destination device, from the first digit
read. At the same time, the physical output pin
to be manipulated in the end device at issue
would be established, based on the second
registered number, and the value assigned to said
pin would be identified.

Once the registration of the data entered
by the user has been validated, these would be
sent to the router, and then be destined for the
corresponding end device; at the same time that
any data issued in the opposite communication
channel would be acquired. In this case, from the
identification of the first character in the
received message, the final source device would
be determined; while, based on the second
character read, the physical input pin read would
be established. Next, the registered information
would be extracted by the input pin itself of the
final device at issue; to conclude with the
exposure to the user of both types of data
processed in the system.

Implementation of the communication system

In order to validate the operation of the proposed
communication protocol, the algorithms that
would concentrate the functionality of each
constituent device were developed. In this way,
the abstraction established for each component,
represented by the corresponding state machine,
would be interpreted through the use of a
specific programming language, while the
transfer of information would be managed
through  some communication standard.
Physically, the communication system for
testing would be made up of a Raspberry Pi 4
computer as coordinator, an Arduino MEGA
board as router, and two Arduino UNO boards as
end devices, respectively, as shown in figure 5.

RODRIGUEZ-FRANCO, Martin Eduardo, MALDONADO-RUELAS,
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Analog input pins
(End Device 2)

Figure 5 Distribution of devices for the communication
system
Source: Own elaboration, 2022

The Python programming language
would be used to ensure the operation of the
coordinator; while the Arduino language would
be associated with the functionality of both the
router and the end devices. Likewise, the serial
communication standard would be used,
powered by the UART  (Universal
Asynchronous Receiver-Transmitter) device,
which is adapted to the selected boards, for the
exchange of data between them. Thus, to one of
the USB ports of the Raspberry computer would
be connected to the Arduino MEGA board, and
in turn, to it, the Arduino UNO boards through
the integrated serial communication ports.

User interface integration

In order to manage the proper exchange of
information between the physical devices
described, a user interface would be constituted,
whose general structure can be seen in figure 6.
To create the required interface, the Thonny
integrated development environment was used,
incorporated into the Raspberry computer's own
operating system. It should be noted that this
interface was completely configured in text
mode, since it would not be used as a definitive
means for entering and presenting information,
but rather to validate the effectiveness of the
interaction between the devices, based on the
communication system implemented.
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Shell

>>>

En ejecucién. Presionar CTRL+C para salir
/dev/ttyACMO conectado

Ingrese codigo de Actuador: 110*

['#ED', 'Out1', 'Out2', 'Out3', 'In1', 'In2', 'In3']
['ED_1:', 6, 6, 6, 6, 0, 0]

['ED_2:', ©, ©, O, O, O, 0]

Ingrese coédigo de Actuador

El sistema ha sido detenido

>>> I

Figure 6 Appearance of the user interface
Source: Own elaboration, 2022

In this way, once the proposed boards
have been programmed and duly connected, the
user interface will show the confirmation of
communication between the coordinator and the
router. However, the activation of the respective
start button will be necessary for the interface to
allow interaction with the user. Subsequent to
the issuance of said signal, data entry by the user
will be enabled. Therefore, after the user has
entered a code, it will be possible to view a table
with the respective values for both the status of
the output pins of each of the managed end
devices, as well as the signals read from of each
input pin on these.

Adaptation of exchanged data

Regarding the format used to enter data to the
interface, the formation of a text string is
contemplated, whose first digit designates the
final device with which the session will be
established. The second digit of the string will
correspond to the specific output channel to
which the effective data would be sent. Finally,
the remaining numbers in the string refer to the
value that will be sent directly to the output
channel, in the end device established. It is worth
mentioning that the system will ignore any value
entered other than those proposed. For output
control purposes, data input to the interface was
restricted to values between 0 and 255. Such
admissible range is determined from the
resolution of 8 bits, at which the PWM (Pulse
Width Modulation) output channels of the
Arduino UNO boards used operate; and it is
equivalent to the application of a variable
voltage between 0 and 5 volts of direct current.
On the other hand, for the representation in the
same interface of the data read from the analog
input pins used, the printing of values between 0
and 1023 was considered. In this case, the input
channels have a resolution of 10 bits to register
a variable voltage signal between 0 and 5 volts,
also direct current.

RODRIGUEZ-FRANCO, Martin Eduardo, MALDONADO-RUELAS,
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System operation results

In order to validate the functioning of the
implemented system, the architecture proposed
in figure 5 was physically developed,
contemplating the connection of potentiometers
to the input pins and of LEDs (light-emitting
diode) in the output pins, of both Arduino UNO
boards used, as shown in figure 7. In this way, it
would be possible to characterize, or influence,
as the case may be, some variation in the
behavior of the final devices. Note that, for
purposes of validating the results, some values
were previously assigned from the interface to
the LEDs connected to the end devices disposed,
at the same time, that the position of each of the
potentiometers used has been modified and
acquired the corresponding data, as reported in
figure 8.

‘ !\' I3

Figure 7 Communication system implemented
Source: Own elaboration, 2022

['#ED', 'Outl', 'Out2', 'Out3', 'Inl', 'In2', 'In3']
['ED_1:', 25, 75, 150, 346, 265, 814)
['ED_2:', 50, 100, 125, 19, 306, 188]

) b) 0 d)

Figure 8 Initial state of the interface and the
communication system for tests, and measured values in:
a) the third output, b) the first input, both of the first end
device, c) the first output and d) the first input, both of the
second end device.

Source: Own elaboration, 2022
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In figures 9 and 10, the designation of 25
and 191 resolution units is observed to the third
output pin of the first end device, and to the first
pin of the second device, respectively. Being
possible to verify the equivalence between both
data imposed by the user, from the interface, and
those actually adopted, when measured in the
corresponding output pin. Also, it is verified
that, once the first data has been entered, the
interface updates the value read from the first
input pin of the same device to 387 units of
resolution; while, for the second entered data,
the value corresponding to the first input pin of
the second device is the one that is updated to
747 units.

Ingrese codigo de Actuador: 1325*

['#ED', 'Outl*', 'Out2', 'Out3', 'Ini‘', 'In2', 'In3']
('ED_1:', 25, 75, 25, 387, 265, 814]

['ED_2:', 50, 100, 125, 19, 306, 188]

Figure 9 Behavior of the interface and the communication
system when: a) entering 25 units to the third output of the
first end device, and b) reading 387 units from its first
input

Source: Own elaboration, 2022

Ingrese codigo de Actuador: 21191*

[*#ED', 'Outli', 'Out2', 'Out3', 'Inl1', 'In2', 'In3']
['‘ED_1:', 25, 75, 25, 387, 265, 814]

['ED_2:', 191, 100, 125, 747, 306, 188]

Figure 10 Behavior of the interface and the
communication system when: a) entering 191 units to the
first output of the second end device, and b) reading 747
units from its first input

Source: Own elaboration, 2022
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From the evidence provided, it is
possible to verify that the proposed
communication protocol assumes the complete
mapping of the functions of each of the devices
involved, regardless of the type of hardware used
and its configuration. As it was validated, the use
of finite-state machines as support for the
planning and development of communication
systems can be applicable both for peer-to-peer
and distributed configurations, constituted under
a hierarchical structure. Additionally, from the
physical implementation, compliance with the
designated operation specifications from the
beginning of the development process was
assessed.

Conclusions

Finite-state machines are considered powerful
tools in the organization of sequential processes.
However, a variant of these, used in the
management of communication processes, has
become very important due to the way in which
it is possible to establish an interaction between
devices, from abstraction to successful
implementation, including planning.
Emphasizing the application of finite-state
machines for communication with total
independence of methodologies, programming
languages or established communication
standards, without sacrificing the required
functionality specifications.

On this occasion, in addition to exploring
the adoption of this type of directed graphs in the
implementation of peer-to-peer communication,
its mostly widespread application, its adaptation
between devices whose relationship is
hierarchical, such as the master-slave
interaction, was also analyzed. Therefore, it is
important to highlight that the planning of a
hierarchically structured information exchange
process requires special care in the development
of the necessary algorithms, since it is essential
to ensure the proper function of each of the
integrating devices, while ensuring the proper
interaction between them.

Thus, the constitution of a protocol for
the integration and interaction of three devices
with different technical specifications is
reported. And that, however, from the
establishment of the effective relationships
between them, by means of finite-state
machines, the required exchange of data was
successfully achieved.
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This protocol could be validated from the
use of open-source technology, such as Arduino
and Raspberry, and simple electronic devices; in
addition to using the serial communication
standard, supported by both types of boards, to
combine technologies whose potentialities and
capabilities are far from each other.
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