ISSN 2531-21917

Journal Computer

Technology

2023

January — June

Volume 1, Issue 18

ECORFAN®



ECORFAN-Spain

Chief Editor
JALIRI-CASTELLON, Maria Carla Konradis. PhD

Executive Director
RAMOS-ESCAMILLA, Maria. PhD

Editorial Director
PERALTA-CASTRO, Enrique. MsC

Web Designer
ESCAMILLA-BOUCHAN, Imelda. PhD

Web Diagrammer
LUNA-SOTO, Vladimir. PhD

Editorial Assistant
TREJO-RAMOS, Ivan. BsC

Philologist
RAMOS-ARANCIBIA, Alejandra. BsC

Journal Computer  Technology,
Volume 7, Issue 18, June - 2023, is a biannual

Journal  edited by ECORFAN-Spain.
Matacerquillas  Street 38, CP: 28411.
Moralzarzal-Madrid. WEB:

http://www.ecorfan.org/spain/rj_tec_informati
ca.php, revista@ecorfan.org. Editor in Chief:
JALIRI-CASTELLON, Maria Carla Konradis.
PhD. ISSN 2531-2197. Responsible for the last
update of this issue ECORFAN Computer
Unit. Imelda Escamilla Bouchan, PhD.
Vladimir Luna Soto, PhD. Updated as of June
30, 2023.

The opinions expressed by the authors do not
necessarily reflect the views of the publisher of
the publication.

It is strictly forbidden the total or partial
reproduction of the contents and images of the
publication without permission from the
Spanish Center for Science and Technology.



Journal Computer Technology
Definition of Journal
Scientific Objectives

Support the International Scientific Community in its written production of Science, Technology in
Innovation in the Area of Engineering and Technology, in subdisciplines Data Management,
Establishment of Computer Networks, Design of Database Systems, Software Design, Computer
Science, Software, Computer Technology with Services, Business Process Outsourcing, Hardware.

ECORFAN-Mexico, S.C. is a Scientific and Technological Company in contribution to the Human
Resource training focused on the continuity in the critical analysis of International Research and is
attached to CONAHCYT-RENIECYT number 1702902, its commitment is to disseminate research and
contributions of the International Scientific Community, academic institutions, agencies and entities of
the public and private sectors and contribute to the linking of researchers who carry out scientific
activities, technological developments and training of specialized human resources with governments,
companies and social organizations.

Encourage the interlocution of the International Scientific Community with other Study Centers in
Mexico and abroad and promote a wide incorporation of academics, specialists and researchers to the
publication in Science Structures of Autonomous Universities - State Public Universities - Federal IES -
Polytechnic Universities - Technological Universities - Federal Technological Institutes - Normal
Schools - Decentralized Technological Institutes - Intercultural Universities - S & T Councils -
CONAHCYT Research Centers.

Scope, Coverage and Audience

Journal Computer Technology is a Journal edited by ECORFAN-México S.C in its Holding with
repository in Spain, is a scientific publication arbitrated and indexed on a quarterly basis. It supports a
wide range of content that is evaluated by academic peers by the Double-Blind method, around topics
related to the theory and practice of Data Management, Establishment of Computer Networks, Design of
Database Systems, Software Design, Computing, Software, Computer Technology with Services,
Business Process Outsourcing, Hardware with Diverse Approaches and Perspectives , that contribute to
the dissemination of the development of Science Technology and Innovation that allow arguments related
to decision-making and influence the formulation of international policies in the field of Engineering and
Technology. The editorial horizon of ECORFAN-Mexico® extends beyond the academy and integrates
other research and analysis segments outside this field, as long as they meet the requirements of
argumentative and scientific rigor, as well as addressing topics of general and current interest of the
International Scientific Society.



Editorial Board

CENDEJAS - VALDEZ, José Luis. PhD
Universidad Politécnica de Madrid

RODRIGUEZ - ROBLEDO, Gricelda. PhD
Universidad Santander

HERNANDEZ - PRIETO, Maria de Lourdes. PhD
Universidad Gestalt

CASTILLO - LOPEZ, Oscar. PhD
Academia de Ciencias de Polonia

MARTINEZ - ALVARADO, Luis. PhD
Universidad Politécnica de Cataluia

VALERDI, Ricardo. PhD
Universidad de Arizona

MAYORGA - ORTIZ, Pedro. PhD
Institut National Polytechnique de Grenoble

ROBLEDO - VEGA, Isidro. PhD
University of South Florida

LOPEZ - BONILLA, Oscar Roberto. PhD
State University of New York at Stony Brook

TIRADO - RAMOS, Alfredo. PhD
University of Amsterdam



Arbitration Committee

SOLORZANO - SALGADO, Paulina. PhD
Universidad Autonoma de Querétaro

RODRIGUEZ - AGUILAR, Rosa Maria. PhD
Universidad Autdnoma Metropolitana

RODRIGUEZ - CARVAJAL, Ricardo. PhD
Universidad de Guanajuato

ROSALES - CISNEROS, Ricardo. PhD
Universidad Nacional Auténoma de México

TZILI - CRUZ, Maria Patricia. PhD
Universidad Politécnica del VValle de México

ORTEGA - CORRAL, César. PhD
Universidad Autonoma de Baja California

SANCHEZ - HERRERA, Mauricio Alonso. PhD
Instituto Tecnoldgico de Tijuana

ORANTES - JIMENEZ, Sandra Dinorah. PhD
Centro de Investigacion en Computacion

MENDOZA - DUARTE, Olivia. PhD
Universidad Auténoma de Baja California

VALDEZ - ACOSTA, Fevrier Adolfo. PhD
Universidad Autonoma de Baja California

PALAFOX - MAESTRE, Luis Enrigque. PhD
Centro de Investigacion Cientifica y de Educacion Superior de Ensenada



Assignment of Rights

The sending of an Article to Journal Computer Technology emanates the commitment of the author not
to submit it simultaneously to the consideration of other series publications for it must complement the
Originality Format for its Article.

The authors sign the Authorization Format for their Article to be disseminated by means that ECORFAN-
Mexico, S.C. In its Holding Spain considers pertinent for disclosure and diffusion of its Article its Rights
of Work.

Declaration of Authorship

Indicate the Name of Author and Coauthors at most in the participation of the Article and indicate in
extensive the Institutional Affiliation indicating the Department.

Identify the Name of Author and Coauthors at most with the CVU Scholarship Number-PNPC or SNI-
CONAHCYT- Indicating the Researcher Level and their Google Scholar Profile to verify their Citation
Level and H index.

Identify the Name of Author and Coauthors at most in the Science and Technology Profiles widely
accepted by the International Scientific Community ORC ID - Researcher ID Thomson - arXiv Author
ID - PubMed Author ID - Open ID respectively.

Indicate the contact for correspondence to the Author (Mail and Telephone) and indicate the Researcher
who contributes as the first Author of the Article.

Plagiarism Detection

All Articles will be tested by plagiarism software PLAGSCAN if a plagiarism level is detected Positive
will not be sent to arbitration and will be rescinded of the reception of the Article notifying the Authors
responsible, claiming that academic plagiarism is criminalized in the Penal Code.

Arbitration Process

All Articles will be evaluated by academic peers by the Double Blind method, the Arbitration Approval
is a requirement for the Editorial Board to make a final decision that will be final in all cases. MARVID®
is a derivative brand of ECORFAN® specialized in providing the expert evaluators all of them with
Doctorate degree and distinction of International Researchers in the respective Councils of Science and
Technology the counterpart of CONAHCYT for the chapters of America-Europe-Asia- Africa and
Oceania. The identification of the authorship should only appear on a first removable page, in order to
ensure that the Arbitration process is anonymous and covers the following stages: Identification of the
Journal with its author occupation rate - Identification of Authors and Coauthors - Detection of plagiarism
PLAGSCAN - Review of Formats of Authorization and Originality-Allocation to the Editorial Board-
Allocation of the pair of Expert Arbitrators-Notification of Arbitration -Declaration of observations to
the Author-Verification of Article Modified for Editing-Publication.

Instructions for Scientific, Technological and Innovation Publication

Knowledge Area

The works must be unpublished and refer to topics of Data Management, Establishment of Computer
Networks, Design of Database Systems, Software Design, Computer Science, Software, Computer

Technology with Services, Business Process Outsourcing, Hardware and other topics related to
Engineering and Technology.


http://www.ecorfan.org/pdf/Originality%20Format-Formato%20de%20Originalidad_2.pdf
http://www.ecorfan.org/pdf/Authorization%20Form-Formato%20de%20Autorizacion_2.pdf
http://www.marvid.org/

Presentation of content

In Volume six, issue sixteen, as the first article we present, Technologies used in museums in
Mexico, by VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS, Daisy, with secondment at the
Tecnoldgico de Estudios Superiores de Cuautitlan Izcalli, as a second article we present, Artificial vision
techniques at the frontiers of video surveillance, by PEREZ-ESCAMILLA, Javier, MENDOZA-
GUZMAN, Lorena, CRUZ-GUERRERO, René and PORRAS-MUNOZ, Rolando, with an appointment
at Tecnoldgico Nacional de México / ITS del Oriente del Estado de Hidalgo and Tecnoldgico Nacional
de México / ITS del Occidente del Estado de Hidalgo, as a third article we present, Development of a
web application for hotspot token vending machine administration, by SAMPAYO-RODRIGUEZ,
Carmen Jeannette, GONZALEZ-AMBRIZ, Rosalba, LUNA-CARRASCO, Claudia Yadira and LUNA-
TREJO, Cupertino, with secondment at Tecnoldgico Nacional de México - Instituto Tecnologico
Superior de Huauchinango, as fourth article we present, Importance of the analysis of computer attacks
on a LAN network applying the predictive-quantitative method, by SAUCEDO-LEON, Daniel,
SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-AMBRIZ, Rosalba and MORALES-
OLIVARES, Rosibel, with secondment Tecnologico Nacional de México, Instituto Tecnoldgico
Superior de Huauchinango.



Content
Article

Technologies used in museums in Mexico
VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS, Daisy
Tecnoldgico de Estudios Superiores de Cuautitlan Izcalli

Artificial vision techniques at the frontiers of video surveillance
PEREZ-ESCAMILLA, Javier, MENDOZA-GUZMAN, Lorena, CRUZ-GUERRERO,
René and PORRAS-MUNOZ, Rolando

Tecnoldgico Nacional de México / ITS del Oriente del Estado de Hidalgo

Tecnoldgico Nacional de México / ITS del Occidente del Estado de Hidalgo

Development of a web application for hotspot token vending machine administration
SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-AMBRIZ, Rosalba, LUNA-
CARRASCO, Claudia Yadira and LUNA-TREJO, Cupertino

Tecnoldgico Nacional de México - Instituto Tecnoldgico Superior de Huauchinango

Importance of the analysis of computer attacks on a LAN network applying the
predictive-quantitative method

SAUCEDO-LEON, Daniel, SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-
AMBRIZ, Rosalba and MORALES-OLIVARES, Rosibel

Tecnoldgico Nacional de México, Instituto Tecnoldgico Superior de Huauchinango

Page

8-22

23-31

32-39



Article

1
Journal Computer Technology
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Abstract

The following article is a product of research on the
technologies used in museums, focusing on their historical
evolution and their importance in the museum world,
allowing us to understand the technological tools used in
museums in Mexico. The use of intranets for internal
processes will be analyzed, as well as their continuous
improvement. The importance of uses of inventory control
systems and their development used to control fixed
assets, bibliographical heritage, collections, books and
audios. Automation in exhibition halls with the use of
multimedia. Immersive experiences in thematic
exhibitions. As well as the use of digitalization
technologies created by universities or private institutions.
The importance of all these with a vision in the future is
mentioned.

Museums, Platforms, Technology

Resumen

El siguiente articulo es un producto de una investigacion
sobre las tecnologias utilizadas en museos, centrandonos
en la evolucién histoérica de las mismas y su importancia
en el mundo museoldgico, permitiendo comprender las
herramientas tecnoldgicas ocupadas en museos de
México. Se analizara el uso de intranets para procesos
internos, asi como la mejora continua de los mismos. La
importancia de usos de sistemas de control de inventarios
y su desarrollo utilizado para control de activos fijos,
acervos bibliogréficos, colecciones, libros y audios. La
automatizacion en salas de exhibicion con uso de
multimedia. Experiencias inmersivas en las exposiciones
tematicas. Asi como uso de tecnologias para la
digitalizacion creadas por universidades o instituciones
privadas. Se menciona la importancia de todas estas con
una vision en el futuro.

Museos, Plataformas, Tecnologia
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Introduction

According to the International Committee for
Museology (ICOM), a museum is a non-profit,
permanent institution at the service of society
that researches, collects, conserves, interprets
and exhibits tangible and intangible heritage.
Open to the public, accessible and inclusive,
museums foster diversity and sustainability.
With the participation of communities, museums
operate and communicate ethically and
professionally, offering varied experiences for
education, enjoyment, reflection and the
exchange of knowledge (ICOM, 2010), in
addition to this term in the case of Mexico there
are many institutions that have created various
museums of private collections with different
themes, which greatly support the dissemination
of their temporary and permanent exhibitions.

In Mexico there are two very important
institutions responsible for cultural heritage that
are in charge of public museums: the National
Institute of Anthropology and History (INAH)
and the National Institute of Fine Arts and
Literature (INBAL), both governed by the
Ministry of Culture, which have a great
responsibility as they have the task of generating
curatorships for their museums and preserving
culture, thus competing with private institutions
in attracting visitors.

With the above, we can deduce that there
is a great variety of museums with different
themes and a wide range of contents aimed at
different audiences that visit these spaces, which
create competition between these institutions,
benefiting their audiences. This allows for the
creation of exhibitions and/or quality content,
resulting in content such as research articles,
books, lectures or colloquiums.

All of the above is of vital importance to
be supported with technological tools in order to
improve their processes, managing resources in
an adequate manner, control systems of their
collections, dissemination media such as social
networks, radio or television. The importance of
exhibitions is to attract their audiences, both
specialised and visitors, supported by
multimedia materials in order to capture the
attention and enjoyment of permanent or
temporary exhibitions in museums, generating
an image that encourages the viewer to revisit or
recommend their visit.

ISSN 2531-2197
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It will address the importance and use of
technologies in museums for the benefit of the
general public and their vision for the future.

Description of the method

In order to understand the importance of the
implementation of technologies in museums in
Mexico, these advances were analysed based on
the criteria of their popularity in the
implementation of these technologies, as well as
their impact on visitors.

Thanks to search engines, digital
platforms for books and specialised magazines
about museums, it was very helpful to learn
about the beginnings of technologies
implemented in museums, such as the magazine
M museos (M Museos de México y del Mundo,
2004), as well as the digital library of UNESCO
(UNESCO DOC, 2022) or INAH (Revistas
INAH, 2022).

As well as visiting these museums, it was
possible to learn more about the implementation
of these technologies supporting the veracity of
these cultural spaces.

The National Institute of Statistics and
Geography (INEGI) reports that there are 849
museums in Mexico up to the year 2022,
segmenting the areas of the national territory
where the greatest number of museums exist.
Analysing where the greatest number of cultural
centres are located, which allowed us to analyse
where technological advances have been
implemented, mainly in the central zone where
there is a greater concentration of these spaces.

Number of museums by federal entify

e,

W

SOCIAL COMUNICATION

Graphic 1 Number of museums by state
Source: (INEGI)

VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS,
Daisy. Technologies used in museums in Mexico. Journal
Computer Technology. 2023
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The qualitative methodology is adapted
to this type of research as the information
obtained allows us to learn more about
experiences in the implementation of different
technologies in different museums.

Internal process management platforms
(intranet)

Since the use of the Internet as an essential
element in our lives, many platforms have been
created for control in different organisations. In
1995, Dr. Steven L. Tellen first used the term
intranet, which functioned as a series of pages
that could be consulted by a group of people. In
the case of museums, they began to generate
platforms that would allow them to control their
internal processes.

In 1998 the Museo Nacional del
Virreinato (MNV) was the first to create an
intranet, in conjunction with IBM, INAH and the
museum's IT staff created this platform, SIM
Sistema de Informacion de Museos, later
renamed SIGE (Sistema de Informacion,
Gestion y Evaluacion), which allowed them to
view museum information, It allowed them to
see information about the museum, temporary
and permanent exhibitions and its organisational
structure as well as its projects where the areas
documented  their  processes, to have
communication through a network of internal
messages called agreements, as well as a section
called opinions that allowed the staff to answer
questions or congratulations from the public, as
well as general inicators.

This intranet was one of the most
complete in its time, allowing the evolution of
the way of managing the resources of a museum
in an integral way, thanks to the vision of Miguel
Fernandez Felix, former director of this
museum, who revolutionised the way of seeing a
museum worldwide. (M Museos de México y del
Mundo, 2004)

ISSN 2531-2197
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Source: (Museo Nacional del Virreinato)

Kiosks

Since the creation of the touch screen in 1971 by
Dr. Sam Hurst, many interactive materials
ranging from video games to interactive kiosks
have been implemented in many places. In the
case of museums they were and will be very
useful for the visiting public to interact with an
interface that will provide them with
information.

This technology is implemented in most
museums in Mexico because of its ease of
installation and  accessibility ~ for  the
development of interfaces. To mention a few:
Museo Nacional de Antropologia, Museo
Nacional del Virreinato, MIDE, MUNAL,
Universum among many others. Its application
in the case of virtualisation of books, zoom in
maps and images.

Pintura en Internet (Rodriguez, 2005)
was an exhibition that was based on a platform
that allowed the consultation of more than 913
paintings of the MNV supported with kiosks that
could be consulted in an interactive way,
allowing to see in detail each piece with the help
of a zoom and games allowing that all type of
public could visit the exhibition in person or
from their computer, impacting the way of
seeing a pioneer museum in the creation of
virtual exhibitions.

Interactive Screens and Touch Wall in
the Museum of Memory, the implementation of
this technology based on a wall with screens
controlled by touch screens is an innovative
application showing on these screens
information such as cultural diversity, the power
of the media, to mention a few topics, with which
we can see the good use of this technology
(Sordo Madaleno, et al., 2011).

VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS,
Daisy. Technologies used in museums in Mexico. Journal
Computer Technology. 2023



Article

4
Journal Computer Technology

Bank digital collections

The importance of being able to digitise the
pieces is of vital importance for their
consultation and  background of their
conservation within museums, there are several
platforms that allow the consultation of this
material online in conjunction with different
repositories.

Canon, together with the National
Museum of Anthropology, has had a project
since 2010 to digitise collections in a high-
resolution format, with the aim of promoting
archaeological research by means of a
photographic ~ record, = embedding this
information in a large database for consultation
(Canon, 2010).

An image bank is the Mediateca INAH, a
digital repository that can be accessed from its
website to different collections of all museums
and archaeological sites, as well as reference
materials such as photographic collections,
audios and videos that help visitors learn about
everything the institute offers in order to learn
about Mexico's cultural heritage.

The Mexican platform created by the
Ministry of Culture in 2017 is made up of
different digital banks of different organisations,
institutions and museums belonging to the
Ministry, linked by different databases that are
updated automatically, which allows for a robust
system in terms of the variety of content that can
be consulted, as it contains all the digitised
collections, being a project that promotes the
accessibility of digital content for the general
population. (Secretaria de Cultura - Mexico,
2017).

Videomapping

Videomapping is a visual technique that consists
of projecting images with the support of lights,
cinema projectors, video projectors on surfaces
that with effects can create visual experiences for
the viewer. For the implementation it is
important to have many factors such as space,
light, perspective as with it the projection will be
positioned to square the reference points to
improve a suitable vanishing point, sound is a
plus that allows to involve the viewer in the
projection in the case of video. (Maniello, 2015).

ISSN 2531-2197
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Architectural videomapping, which is
currently used for the illumination of facades
and of course the projection of videos, in the case
of museums is used for historical recreations or
with the idea of being able to bring the public
closer.

There are many museums that have used
the projection on facades, one of them is the
palace of fine arts that in 2016 and 2017 during
the festival of lights allowed to enhance the
building as well as the series of projections and
textures allowed the general public to
contemplate the beauty of the building.

Another museum was the National
Museum of Art, which projected digital and
visual art called Mappa Mundi on its facade.
This videomapping was on the occasion of
Mondiacult, Unesco's international conference
on cultural policies that paid homage to Mexican
culture with projections and a show with free
access. This shows the importance of the use of
this technology for the dissemination of the
museum (Puntodincontro, 2022).

Robotics

This technology is used in different fields, in the
case of industry or for the automation of
manufacturing processes, to mention a few. In
the case of the Museo del Virreinato in San Luis
Potosi that implemented is the case of Royito a
humanoid robot has an appearance very similar
to a human being, characterised as a friar, is
owned by the company Intelirobot S.C.,
temporarily was used to give guided tours as part
of the international day of museums in 2018,
which allowed children to interact with this
character. (Bajo, El;, 2019).

Virtual Tours

With the COVID 19 pandemic, many museums
closed their doors, so an alternative was sought
to show their spaces, achieving this with virtual
tours that allowed them to simulate a real space
as if they were in that space. In the case of some
museums, they used 365° technologies and
Google Street View, the latter being the most
realistic as they used photographs of this space.
Technologies such as people art factory
(peopleartfactory, 2019) were used to simulate
spaces that are created in a virtual way to mount
exhibitions without having a room.

VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS,
Daisy. Technologies used in museums in Mexico. Journal
Computer Technology. 2023
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I will mention some museums that
implemented this type of virtual tours; Bellas
Artes, Museo de Arte Moderno, Museo Nacional
de San Carlos, Museo Nacional del Virreinato,
Museo de Arte Indigena Contemporaneo,
Antiguo Colegio de San lldefonso, Dolores
Olmedo, MUNAL - Museo Nacional de Arte,
Templo Mayor, EI Tajin, Museo del Pueblo
Maya (Yucatan), Museo de las Culturas del
Norte (Paquimé), Monte Alban, Teotihuacén,
Castillo de Chapultepec, Museo Cuauhnahuac
(Palacio de Cortés) Museo Frida Kahlo (Casa
Azul) to name a few. (36 virtual museum tours,
2022).

Streaming

During the covid-19 pandemic, museums
suspended activities, affecting already scheduled
activities such as academic activities like
colloquiums and artistic activities like concerts
or plays, so online transmission or streaming was
used, helping to continue with different activities
remotely. YouTube was one of the most widely
used tools during this period, as it was able to
broadcast all kinds of events and was a valuable
tool, as it allowed to reach many more people in
many parts of the world, not only in Mexico.

In the case of museums belonging to the
Ministry of Culture, a website called "Contigo a
la Distancia” was created to promote digital
culture and free access, with tours of museums
and archaeological sites, films, books, concerts,
conferences, documentaries, plays, audios,
applications and much more. With this, the use
of digital tools was promoted for the
development of many activities in pandemic,
using technology to bring the public closer to the
museums (Contigo en la distancia, 2019).

Summary of results

This research work studied the different
museums that use technology, and an exhaustive
investigation was carried out in different media
such as books, catalogues, research magazines
and magazines specialising in museums, as well
as the existing collection of the National Institute
of Anthropology and History, the Media Library
and the Mexican Platform. It can be concluded
that the importance of technology in these
museums is of vital importance, as it allows them
to function well and attract visitors to these
museums.
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The use of technology and the advances
made in recent years confirm the importance of
the implementation of these technologies in
order to control the collections, as well as the
implementation of these technologies for
dissemination purposes, attracting more visitors
to these museums.

Without forgetting customer satisfaction
as a business model, it can be observed that the
vast majority of museums that have
implemented technology and have evolved
within this museographic environment have
been able to have a more functional and
advanced structure compared to other museums
that have not dared to implement it.

Conclusions

The results of this research allow us to
understand the importance of implementing
technology in museums for the dissemination
and preservation of cultural goods in Mexico.
This is reflected in the quality of temporary or
permanent exhibitions, as they help the
evolution of internal museum processes. As well
as the products that derive from them, such as
papers, colloquiums, digital platforms that allow
the good development and control of the pieces
that are analysed for research purposes, with
which the collections are exhibited in the
exhibition rooms or published on digital
platforms. Interactivity is essential as the visiting
public can learn more about the piece and
generate experiences that encourage them to
return or recommend the cultural space.

Looking to the future, museums can
implement many technologies such as
multimedia, virtual reality, augmented reality,
photogrammetry, architectural reconstructions,
simulated spaces and holograms, which will
allow visitors to have an experience that they can
enjoy during a visit to a museum.

Recommendations

Museums that are implementing new
technologies should rely on the experiences of
other museums so that they can analyse the pros
and cons, determine the alternatives in their
implementation and analyse the resources that
can be used in development and implementation.

VARGAS-MUNOZ, Emmanuel & ESCAMILLA-REGIS,
Daisy. Technologies used in museums in Mexico. Journal
Computer Technology. 2023
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Furthermore, it is essential to have a
development team or an IT area, and it is
important that this team will be able to generate
new content and technologies, as they will know
the needs and scope of the museum.

Conclusions

It is necessary to invest and implement new
technologies for the research and dissemination
of culture in Mexico, especially in exhibitions
where visitors can have better experiences when
visiting a museum and have a pleasant
experience, as well as being accessible to all
citizens.
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Abstract

The present work addresses the task of identifying a
predatory behavior of robbery of homes or businesses. The
proposed objective is the detection of blunt elements used
in the commission of the crime, limiting the context to
barrettes, covered faces, people and gates (doors or
windows). The proposal addresses the task of object
identification applying Single Shot Detectors (SSD). Due
to its versatility and the physical resources applied, the
structure of SSD ResNet50 V1 FPN 640x640 has been
chosen from the TensorFlow Model Zoo to train and
validate the classification. This has been built in five
classes, for the training and validation set, an average of
50 annotations per class have been processed.
Additionally, a support function was worked on in the
detection of human activity. The evaluated model obtained
a mA of 69% in the detection of objects and in the
identification of criminal behavior it showed a
performance of 69%.

Predatory behaviour, Attention mechanisms, Deep
learning

Resumen

La investigacion, aborda la tarea de la identificacion de
una conducta predatoria de robo a casa habitacion o
negocio. El objetivo planteado es la deteccion de
elementos contundentes usados en la comision del delito,
limitando el contexto a barretas, rostros cubiertos,
personas y canceleria (puerta o ventana). La propuesta,
aborda la tarea de identificacion de objetos aplicando
Single Shot Detectors (SSD). Por la versatilidad y los
recursos fisicos aplicados se ha optado por la estructura de
SSD ResNet50 V1 FPN 640x640, del Zooldgico de
modelos de TensorFlow para entrenar y validar la
clasificacion. Este se ha construido en cinco clases, para el
conjunto de entrenamiento y validacion se han procesado
en promedio 50 anotaciones por clase. Adicionalmente, se
trabajé una funcién de apoyo en la deteccién de la
actividad humana. El modelo evaluado obtuvo una mAP
de 69% de precision en la deteccion de objetos y en la
identificacion de la conducta delictiva mostré un
desempefio del 69%.

Conducta predatoria, Mecanismos de atencion,
Aprendizaje profundo
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Introduction

Artificial intelligence (Al) has developed human
capabilities. "Enhanced artificial intelligence" is
the new frontier in the implementation of smart
devices, which in turn opens up new possibilities
for solving problems associated with security
and video surveillance [1]. Various artificial
intelligence techniques have resurfaced with
great interest, one example being Deep Neural
Networks (DNN), which perform well for
identifying faces, vehicles, weapons, and other
objects associated with a security system [2].
The preparation of the inputs, as well as their
pre-processing, represent the challenge of
correct selection for the good performance of a
machine learning model [3].

Object detection has gained emphasis in
Al topics, where neural networks have made the
greatest contribution [4]. In this case, the process
requires collecting diversity in the training data,
assuming a relative position of the object,
scanning the input or scene, performing a
classification to determine the class of the object,
and obtaining the relative position of the object
[5]. Various techniques are applied to the
position of the object, taking into account the
characteristics of the model, e.g, [6].

Computer vision (CV) is presented as a
mature and extensive element, easy to integrate
into projects where image processing is required.
CV is the part of Al behind the comprehension
and manipulation of videos and images [7].
Multiple computer vision tools are incorporated
as a solution system for a specific problem [8].
The integration of this into technology is all the
rage, through face recognition for the security of
cell phones, banking transactions, and
autonomous, land and air vehicles, just to name
a few examples. Object detection is no
exception.

Object localization  differs  from
classification, while the task of classifying is to
determine a label for an object, localizing allows
finding the position of the object within an
image. Multiple objects can be located, for this
action, the location algorithms specialize in
making cuts to the image to determine areas of
interest or regions of interest (ROI). In general,
DNN models have been shown to perform better

[9].
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The model used in this research focuses
on the detection of movements similar to
criminal behavior, limiting the context to people
who violate a door or window with a blunt object
such as a crowbar and whose faces are covered.
So then, we know the elements that make up the
scene to recognize human action. The
descriptions and references given in [10] have
been used to describe the behavior. Using a
labeling tool, annotations have been made for
each image that correspond to the proposed
classes.

Previous works

Hu et al. (2015), ask the question Why do
Convolutional Neural Networks (CNN) work so
well? They propose a set of deep neural network
architectures, oriented to face recognition, using
a set of labeled photos called LFW or Labeled
Face in the Wild. It builds models based on the
deep neural network AlexNet [11], where it
applies combinations of three convolution
layers, a dense layer and an output
dimensionality reduction function (softmax).
Something that stands out is that it makes 30 cuts
to the LFW instances for training and concludes
that the differentiation between the different
models is supported by the scale and the regions
of the input to be reviewed [12].

Nam et al. (2018) proposed a scale-
invariant pyramid model, considering that a
better input can improve the performance of a
CNN. They study the characteristics of different
architectures, such as DeepFace, DeeplD,
FaceNet, and the VGG. They develop a set of
patterns, under the assumption that some
features are not evaluated by the convolutional
network, limiting its performance. In addition,
they consider that in video surveillance, the
entrance has variations in pose, lighting,
expression, and image quality. They use a public
pool called LFW and a database called CCTV.
The implementation of mechanisms that use
characteristics not considered before, improves
the performance of the RED vs. a CNN VGG,
having better results when the input is 200x200
pixels [13].
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Wong et al. (2017), proposed an object
tracking system based on the premise of simple
labeling, placing classification in a second stage.
Thus, it streamlines the crawl process and shows
that it improves crawl performance when
combined with the algorithm's object state
information. They face the challenge of
detection and classification from an online video
by applying the multiple object tracking
algorithm, MOT for its acronym in English
Multiple Object Tracking. The proposed model
is based on: identifying objects through SEF
algorithms, (Shape Estimating Finder); track
features with a combination of CACTuS, for
Competitive Attentional Correlation Tracker
using Shape, and FL, for Feature Learning. In a
second stage, it applies the classification of the
objects, so it concludes its work with great
precision [14].

Padmaja, Myneni and Patro, (2020)
raised the possible applications of the
recognition of multiple activities and multiple
objects, MAMO, Multi Activity-multi object
recognition. They recognize the challenges in
public areas such as hospitals and universities,
early warning, tracking, and intelligent video
surveillance, as well as the integration of
existing components and algorithms such as
YOLO and alike. They describe the different
components and collections of images for
training, as well as the use of metrics based on
classification. It highlights algorithms like
DeepLandmark and the effects of stock
rankings. In addition, it provides a comparison
of the methods and goals to be achieved in new
developments [15].

Lu et al. (2017), addressed the object
position prediction task. They design a system of
LSTM, Long Short Term Memory. They
propose a tensor based on the position of the
detection and a characteristic matrix of the
object. They solve the regression and association
error computation problems in the trace. It
contributes substantially by reversing the
direction of reproduction of a video. The model
is based on a recurrent network with a
normalization layer, where using SSD it
identifies and tracks the element, using object
detection, object classification, and object
position for feature matrix extraction. They
conclude with good precision in the
approximation of the trajectory of the object
[16].
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Sai, Sasikala (2019) implemented an
application for object detection and counting
using CV and SSD tools based on Fast R-CNN,
from the Fast Regional Convolutional Neural
Network. They focus their efforts on input pre-
processing, with 70 instances of the “gun” and
“knife” classes. By making adjustments to the
model, they limit the number of bounding boxes.
They conclude with a great ability to identify and
count multiple objects [17].

Materials and methods

In the development, various concepts and
techniques of computer science are applied,
here, the most relevant are mentioned to provide
a general context of the work.

Machine learning (ML)

Machine learning (ML) is the science and art
where it is possible for the machine to simulate
the learning process. Through a study of the
problem, the associated data is modeled,
supported by mathematical and/or statistical
tools. Then, it is required to program an
algorithm that helps the trial-and-error process,
so the task will be automated. As a result, the
proposed model is capable of adapting to
changes. For problems that have a solution, a set
of adaptations or rules may be required, and the
performance may change depending on the
algorithms applied. An additional advantage is
that for complex, solvable problems, ML
techniques will be able to find a solution. Lastly,
for problems that fluctuate, ML algorithms can
be adapted. Sometimes ML systems can provide
relevant information on the problem at hand. ML
can be divided into 2 categories of algorithms:
supervised ones, such as linear regression and
classification; unsupervised ones such as
clustering, association rules, visualization and
dimensionality reduction [18].

Deep Neural Networks

Marvin Minzky coined the term Perceptrons,
which describes the behavior of a neuron and
defines it as an inference engine that identifies
the characteristics of an object, in order to
classify it within a defined hierarchy [19].
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Acrtificial Neural Networks (ANN). They
respond to an imitation of human parallel
processing capacity, considering the
fundamental difference that machines are
sequential, these networks acquire knowledge
based on experience, are adaptable, fault
tolerant, and have nonlinear behavior [20].

In the context of ML, deep learning is
about the variants and ways of connecting the
ANN:Ss; it takes as its inspiration the structures
and connections of the human brain, thus
elements called neurons perform specific tasks
with the data. Here, the connections are dozens
of networks and millions of neurons. The
importance of knowing the types of layers and
operations of a neural network enables
researchers to propose models for specific tasks,
so we can list the components in a deep network
[21]:

1)  Convolutional layer

This layer operates on the model input,
performing the calculation of convolution
operations. A convolution is an array sweep
operation by a filter or kernel, resulting in a new
array.

— -1 l
y#c - f:l 521 y(r+1_1)(c+j_1)Wl'j + bl (1)

The output y}. de {r, c}, is a function of
Fr, Fc, which is the number of columns and rows
in the pass filter. w; is the value of the filter at
position {i,j}. ¥Gi1_1yccsj1) represents the
value of the input to this layer at position {r+i-
1,c+j-1}. bt is bias value.

2)  Dense layer

This layer represents classical neurons in
perceptrons. Its main function is linear
regression or classification.

3)  Activation function

Activation functions bring the non-
linearity of the functions and add multi-layer
activations at the output of the network. Softmax
and RELU are of interest.

Softmax = fj(z;) = Z'z- (2)

. J
Xje
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RELU = f(x) = max(0 + z;) 3)
4)  Pooling layer

This layer is used to reduce the output
volume of the convolutional layers. It allows the
perceptron to increase the field of perception of
the network, thus adding viable features to
improve the classification capacity of the model.

halcy = maxi=0..s,j=0...shl_1(x + i)(y +]) (4)
5)  Dropout layer

It is the layer that allows you to avoid
overtraining. It eliminates the contributions of
some neurons next to the input and output
connections, based on a random probability.

6) Batch Normalization

This layer increases the stability of the
training by normalizing the outputs of the
previous activation layers. It applies the
operations by subtracting the provided mean and
dividing it by the standard deviation.

_ A _ A E[x]
V= et O ot ©)

Where, multiple mini batches B, sized m
with mean and variance are processed and
averaged among them in order to obtain the
general mean and variance. The network is
assumed to have a set of trainable parameters
that is the input to the execution algorithm @ =
{(x®} K_..So, by batch, the parameters of the
activation  functions are updated® U

{y(k) ”g(k)} Iz§=1 .
7)  Epoch

An epoch is a training cycle of the neural
network where all the model operations are
performed. The “weights” of the activation
functions that offer the greatest gain to the model
are stored here.

Object detectors

CV allows addressing unsupervised learning
problems, this recent approach is becoming
known as unsupervised visual learning. Here,
elements of the real world with dimensions of
space and time become relevant.

PEREZ-ESCAMILLA, Javier, MENDOZA-GUZMAN,
Lorena, CRUZ-GUERRERO, René and PORRAS-
MUNOZ, Rolando. Artificial vision techniques at the
frontiers of video surveillance. Journal Computer
Technology. 2023



Article

12
Journal Computer Technology

Objects are local outliers in the global
scene, small in size and with a different
appearance and motion than their larger
background. It is then when the pixels and
frames become relevant, but they have a
difference in dimensionality. Algorithms such as
VisionPCA [22] converge on quickly identifying
the differentiation between the background and
the objects in the frame. Thus, one can choose
with high precision (not necessarily high recall)
data samples that belong to a single object or
category. Multiple techniques are viable, such as
graphs, segmentation, and deep learning [23].

Object detectors apply a set of techniques
that take advantage of the capabilities of DNNs,
where convolutional operations are capable of
mapping object classes. The use of bounding
boxes (BB) is incorporated, by means of a
hypothesis of the position of the object, a box of
its location is drawn. In contrast, SSDs are a set
of techniques and tools that may be larger than
deep networks, but they do all the tasks in one
fell swoop. In Figure 1 we show examples of R-
CNN, for Regional CNN, and YOLO, for You
Only Look Once [24]. A comparison chart is
illustrated in Figure 1.

63.4mAP
&FPS

Declarations: 98 per class

onnected

Figure 1 Comparison of activation diagrams. While SSD
applies convolution operations seeking to perform object
detection using “Multi-scale feature maps for detection”
and then applies a classification process, YOLO, on the
other hand, uses autoencoders.

In an input where multiple classes are
available, the strategy of sub-mapping the input
is advantageous, so that there is no longer just
one ROI but several samples to verify. This
sweep process is done using a regression
strategy.
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Fast R-CNN

An improvement in the processing of
SSDs implies that, by having multiple object
instances in one input, classification can be done
with limited physical resources. We show an
abstraction of the model in Figure 2. For the Fast
R-CNN model, shared compute and memory
resources are used. So, then it improves
detection applying a sub-sampling of the h x w
input by a network of H x W samples. Each input
is reduced with max-pooling. In the model, the
input is processed using convolution and
activation functions with softmax. BB are
worked on with regression. A loss function is
applied in the context, previously, annotations of
the ROIs have been made for the classification.
A re-example thread is executed in the
background, where Stochastic Gradient Descent
(SGC) is used as the optimization function [25].

1) Classification function:
L(p,u, t*,v) = Las(p,w) + [u = 1]Lio(t*,v) (6)

The location and classification are
associated for each ROI, where L. (p,u) =
logp,, is the logarithmic loss for the true class
u.

2) Loss function:

Las(t,v) = X epeywny Smoothyy (¢ —vy) (7)
Where:

smooth,; (x) = (0.5x2if|x| < 1]x| — 0.5 otherwise ~ (8)

The calculation of the partial derivative
of loss for each example (ROI).

= I =l ©)

Outputs:
Bounding

Box

oty Regressor

[ ) !
T T

| — | S—
|

B en Deep Rol
5 of - pooling
ConvNet layer
FC's
/i ﬂ] 0+
prOJecnon

e Conv
Feature map

Rol feature
vector

Figure 2 Fast R-CNN activation diagram. A set of
mapping functions, a re-instance of the input, and
activation functions for classification and regression for
localization are denoted.
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RetinaNet In the case of object detectors, the Mean

RetinaNet is a neural network model for object
detection, where the use of the identity function
becomes relevant. This function permeates the
idea that a small neural network performs well
and that it should be much easier to learn the
“activation weights”. So, it is a matter of passing
the input directly to the output of the
intermediate layers. The network adds the input
to the output; this is called the residual block.
This process consists of two paths: the first is a
series of regular neuronal layers, or main branch;
the second is a direct path from input to output,
or shortcut branch. Batch normalization and
RELU are operations applied to the main branch.
[26] In Figure 3, the architecture is illustrated.

INPLUT

-

CONWVOLUTION

-

| BATCH NORM

| Re'LU

- L4

[ ADDITION . | COMNNWVOLUTION

L] L
RelL LT | BATCH MNORMN

. v
OUTPUT

Figure 3 Residual network block. In the main branch, it
consists of a convolution layer, normalization, linear
rectification, convolution and normalization layer. In the
secondary branch, the entry is added directly to the main
branch. Finally, a linear rectification is performed and the
output of the block is computed.

Metrics

The metrics of an ML model are basically
calculated based on correctly classified
instances, TP or True Positives, and FP or False
Positives; and not correctly classified, TN or
True Negatives, and FN or false negatives. The
associated functions are: Accuracy, which
measures the correctness of the model; Recall,
which measures the model's ability to
discriminate between classes; and Precision,
which measures the model's ability to correctly
recognize new instances between classes [27].

_ TP+TN

Accuracy = o rpren (10)

Recall = —— (11)
TP+FN

Precision = —— (12)

TP+FP
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Average Precision metric, mAP, is regularly
included. The mAP value is useful for assessing
location and segmentation model performances
as well as classification. With this metric, the
classification and localization of the model are
assessed. For this, we need to know the
annotation of the location and class called
fundamental truth or Ground Truth. This is how
a BB and a class label are denoted. Since we are
checking a delimiter, the box, a metric is
required that indicates exactly how the model
has created that delimiter of the object. Here, the
calculation of intersection over union (loU) is
the relation between the delimiter given by the
model of the intersection with Ground Truth, on
the union and the Ground Truth [28].

IoU =222 (13)

AUB

mAP =235 AP, (14)

Where n = number of class and AP, =
Average Precision of class K.

Labellmg

In the annotation corresponding to the Ground
Truth values, the Labellmg tool is used. It was
built by Massachusetts Institute of Technology
(MIT), using the Python language and a plugin
called ‘Qt’ for graphical controls. In it,
annotations can be made in XML format, for
YOLO format and for the set of visual objects
called PASCAL Dataset. It saves the positions of
the BB and the class to which each object in an
image corresponds to. [29].

For the labeling of the classes, those used
in the COCO (Common Context) set are taken as
a reference, where the elements represented are
found in their natural environment. Differences
in labeling vary between different data sets; for
example, in VOC, Visual Object Class,
similarly, they mainly store the location and
class of the object, either by segmentation or
location of bounding boxes [30].
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Transfer Learning

Given the large amount of time required to train
a neural network, the task of implementing
solutions to specific problems is addressed by a
knowledge transfer  technique, Transfer
Learning (TL). Here the benchmark in
performance and relevance of the application
domain plays an important role. A review of the
models helps to determine those susceptible to
apply and compare [31].

Color spaces and moments

In the intensity change analysis of pixels in an
image, it allows to obtain crucial information
about the objects in an image. In this case, the
HSV color spaces, Hue Saturation and Value,
highlight characteristics that are not denoted
with the naked eye, converting an RBG color
space to a more enriched one. This is how new
associated colors appear, such as yellow,
magenta, and cyan. This technique can help
tracking objects based on pixel intensity. [32].

Deep learning in images is based on the
composition of multiple nonlinear
transformations. Data is processed into abstract
semantic representations formed on the network
(end-to-end paradigm). These representations
have great flexibility and adaptation, where the
quality of the representation is affected by the
integrity of the training data; the robustness is
affected by the computational cost; the
robustness of the geometric transformation is
limited; therefore, it requires the augmentation
of data; geometric invariance is affected by
time/space complexity. In a pre-convolutional
neural network, aspects of frequency
transformation, Texture, dimensionality,
Moments and Moment invariants,
discriminability, and robustness are considered
[33].

Methodology to develop

The waterfall methodology has the characteristic
of delivering the product until the end of the
development cycle, where a set of deliverables is
generated in a limited space of time and where it
can be iterated [34].
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The application development cycle
consists of six steps to achieve implementation.
The complete cycle is illustrated in Figure 4. The
first stage consists of searching for images
associated with the problem. The second stage
consists of tagging the objects that have been
found in the application. The third stage consists
of generating the training and test sets. The
training stage consists of carrying out a set of
adjustments to the model so that it can adjust the
activation weights of the functions. The metrics
preparation stage consists of activating the
TensorBoard features so that it shows the
performance graphs. The last stage consists of
testing the model against a validation set.

Select Input Images _l
Ground Truth Value j

Generate Trainingand
Test Set

Train SSD for 12,000
epochs
Prepare Model
Metrics Interface

Criminal Behavior
Detection

Figure 4 Stages of work. The parts of the process are
illustrated. The last task verifies the functionality of the
model,

1)  Image selection

56 images were selected from the
internet, they were sought to be in JPG format,
24 bits of color depth and 94 dpi of horizontal
and vertical resolution. In addition, they will
have some of the elements used in the breakage
of the door scene. The images are in their
natural state, that is, in the real context in which
they occur. Note: All those images are used for
academic and research purposes.

2)  Ground Truth Value

Using the Labellmg tool, 56 XML
(Extensive Markup Language) encoded files of
bounding box truth value annotations were
obtained. This work was done manually and
sought to obtain an average of 56 annotations per
class.
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3)  Training and testing set

The training set and the test set were
separated into 42 and 14 images, respectively.
Compiled files called Tf Records are created,
which are used with the ML software
TensorFlow and Keras.

4)  Train SSD at 12,000 epochs

Using Transfer Learning and the DNN
model called ResNet 50 V1 FPN 640x640 SSD,
the adaptation for the purpose of the project is
made. The process begins by declaring the
number of classes, the location of the training
and test sets, the number of epochs, and the
weights of the COCO dataset saved. The latter is
a pre-trained model that is used to transfer the
activation weights of the model. In this case, it
was compiled using a computer with a Nvidia
730 video card, Ryzen 5 CPU, 16GB RAM,
128GB SSD.

5)  Prepare model metrics interface

Tensor Board includes a set of visual tools
for reviewing model metrics. In this case, a local
service is enabled with output to port 6006.
Thus, it is possible to access the graphs of the
object detection metrics in Figure 5, where the
output of the model is illustrated.

Figure 5 Tensorboard. The partial training results are
shown in training and validation metrics, in this case at
8000 epochs.

6) Prepare model metrics interface

For behavior detection, a helper function
is used. The validation of the condition that
activates the scene is based on an If-Then-Else
criterion to determine if the classes are present in
the image. The bounding box labels displayed in
the output are referenced.
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Results and discussion

The shortage of images of criminal behavior to
be treated limit their quality. In many cases, they
are of low resolution and relatively small size.
For the purpose of this research, a minimum
standard of 96 dots per inch horizontally and
vertically, 24 bits depth and in JPG format, from
the English Joint Photographic Experts Group,
were processed.

The dimensions of the scenes are varied,
ranging from 148 x 341 and up to 808 x 818 in
height and width, with a maximum width of
1200 pixels. Given the variety of sizes, the
model performs a scaling to a fixed size of 640 x
640 pixels, in addition to using image
enlargement, and horizontal rotation.

iRoRbifodurde:
B A A O e AL
ST W R TR T
M ET TN -

Figure 6 Training Set. The images with the required
classes are highlighted. If there is difficulty finding the
required number of images, the context of use is limited.

L 3 S B mE &
i K = B H Ry

Figure 7 Test set. The number of images is reduced, but
the annotations are approximately 14 per class.

Figures 6 and 7 show the proposed
training and test sets. The images were obtained
from the web, and their purpose is educational.
The selection is due to the fact that objects are
present in human action. The crowbar is the
critical element to identify human activity, but
the context of its use is also diverse, what is
relevant is the human action that takes place, as
shown in Figure 8.
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Figure 8 Image of the training set. In the illustration, there
are the objects to be detected: the crowbar, covered face,
person and the door. The action is to open a door with a
crowbar.

Using Labellmg, annotations were made
on the images. The system for labeling in the test
set is illustrated in Figure 9. Figure 10 shows the
labeling of an image for the training set.

Figure 9 Use of Labellmg. In the test set. Object
annotations were performed on the test set. In this image
of the test set, the objects are clearly observed, however,
the gate is partially obstructed by the person.

Figure 10 Use of Labellmg in the training set. Annotations
of objects were performed on the training set. In this case,
the objects are present, although the door is inclined and is
different from a glass door.
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Using Transfer Learning, through Tensor
Flow, a training process for the SSD was set up.
Here, the annotations of the images of the
training and test sets were transformed into
Tfrecord format, which is the labeling format
required by the model. The following hyper
parameters for the training were configured:
12,000 steps, the number of classes and the
evaluation metrics, highlighting that the
evaluation and tuning metrics found in the
COCO dataset were used. The steps are
illustrated in Figure 11.

Images

v

TrainingImages
Tf.record/Train

L Train Model

Hyperpara Test Images
meters
Tf.record/Test
Save Metrics Every

1,000 Steps

Evaluation Metrics/ Loss |

Figure 11 SSD training. The steps for the training design
are shown, the hyper parameters are the fine-tuning of the
model. Every 1000 steps, the metrics or checkpoint is
saved.

Once the model has carried out partial
training, the results shown in Tensor Board have
been reviewed, in Figure 12 and Figure 13 we
show the partial results in 12,000 processed
epochs. It can be seen that the error in the
classification and the total error tend to decrease
with the passage of time.

Loss/classification_loss
tag: Loss/classification_loss

B
L

\J«M MR A

L= =3

Figure 12 Loss function vs Classification. This tends to
decrease. In an optimal model, the curves tend to remain
at a value between 0.5 on the Y axis. Some of the objects
are not classified correctly, or in their case, they may be
one on top of the other.
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Figure 13 Loss function vs total loss. The process is more
stable, but it does not tend to improve the curve tendency.
An optimal model is close to 1 (orange line).

DetectionBoxes_ Precision/maP@m.5010U
tag: DetectionBoxes_Precision/maP@_S010U

. BN oA

[

=y

[}
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Figure 14 Precision graph at 8,000 epochs. The overall
performance of location accuracy is shown. Here we
demonstrate that occlusion and model confusion affect the
precision of the bounding box

Figure 14 shows the loU metrics, where
the trend is low in the early stages of training.
Although it shows instability, it is possible to
adjust the loU value, but the system may identify
ROI as slightly different from the true value.
Example in Figure 15.

: ljmqro ¢ hierto: 4’“'-’-‘2—-

i .0
, u | Mbirostro_cubierto: °
iy - l, : .

cancel: 100%ay

Figure 15 Evaluation, at 6,000 steps. It is possible to
observe the output expected by the process, in this case the
detection of criminal behavior objects.

Figure 15 illustrates on the left side the
figure used in the evaluation and on the right side
the truth value annotations, in this case at 6,000
epochs, it is found in the Cancel object, covered
face, person, but not the crowbar.
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Figure 16 Image normalized in the process. The Tensor
Board displays the normalized image. Denoted here is the
color space of the blue area, which is a crowbar. However,
the gate or other desired object is not denoted.

Figure 16 and Figure 17 illustrate the
normalization stage of a training image, here the
possibility of using HSV and moments in a
manual identification is denoted.

Figure 17 Image normalized in the process. Tensor Board
displays the normalized image. Here, the yellow and black
color space is denoted, and the desired object (bar) is not
distinguishable in color.

Figure 18 shows a normalized image of the
training set. Here, the HSV is clearly
highlighted, but the shape of the object is not
completely clear, the door is transparent,
increasing the difficulty.

Figure 18 Normalized training image. Color space
denotes the crowbar in red pixels. The person is in a dark
color space, but the door is not clearly visible.
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Figure 19 Image of the training set. Here, we illustrate the
normalized image on the left and the raw image on the
right. In this case, the normalization does not help in the
detection of the object; the model must look for another
activation function.

Figure 19 illustrates the complexity of
detection. Hand tools can help achieve
identification.

Figure 20 illustrates the detection of the
crowbar, thus, the identification of the elements
of the context has been achieved. For the
detection of criminal behavior, it is verified if the
4 objects are present in the scene, taking as

reference the labels of the BB.
p— '.
1
‘ ;

.'.-"l
l' ’.“{‘
h { .
Darreta: 66%jerto: 69 payrel0stro_cubierto: 1
A A
Figure 20 Image in the validation, the detection of the
crowbar is achieved at 9,000 times.
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Conclusions

The proposal meets the proposed objective by
using border vision techniques in the video
surveillance branch, where the identification of
criminal behavior is done with an object
detection model and a support function for the
recognition of criminal behavior. The quality of
the sets affects the final performance, where the
quality and quantity of the inputs have an impact
on the model, as mentioned in [33].
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Using the strategy used in [11] the
quality of the geometric transformations is
compromised, but the advantage is that the scene
contains the objects in their real environment.

Using the techniques used in [13] greatly
improves the result, as long as the objects in the
scene are not in occlusion. The moments of the
scene help to determine some objects, but as long
as they are clearly identifiable, regularly those
that stand out in color.

The investigation takes the lessons
regarding image transformation and uses a
regression model for the bounding box. It
addresses the tasks of security, video
surveillance, and detection of multiple activities
with different tools than those proposed in [14],
[15], since RetinaNet and a manual tool for
behavior identification are used. A solution
similar to [17] is implemented, but focused on
the identification of an action in human activity.

In this research, what was proposed by
[16], where the consistent positioning of objects
in a sequence of scenes is discussed, was not
implemented. It is addressed in a later work.

The model was designed for an image
resolution of 640 x 640 pixels, a lower resolution
was found to significantly affect the accuracy
metric.
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Development of a web application for hotspot token vending machine administration
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Abstract

This article describes the features of a web application to
manage the availability and acquisition of wireless internet
access credentials of vending machine, it followed the
OOHMD agile software development methodology, for
the implementation we used the client-server architecture,
the JavaScript programming language, the JavaScript
runtime environment of Node. js JavaScript runtime
environment, Express web development framework for
Node.js, Sequelize ORM, MySQL relational database
management system, Passport authentication middleware,
EJS open source template engine, Bootstrap CSS
framework, JSON data interchange format and Visual
Studio Code IDE. As a contribution, there is a web
application that allows the synchronization of available
tokens and the sale of a wireless internet access credential
vending machine, which connects through the internet.
The methodology used allowed to have an adequate
development process to obtain a quality product that
resulted in a web application that efficiently provides the
available access credentials and manages the access
credentials acquired from the vending machine.

Methodology, Application,
Synchronization, Credentials

Development,

Resumen

El presente articulo describe las caracteristica de una
aplicacion web para administrar la disponibilidad y
adquisicion de credenciales de acceso a internet
inalambrico de maquina expendedora, se siguid la
metodologia agil de desarrollo de software OOHMD, para
la implementacién se emple6é la arquitectura cliente-
servidor, el lenguaje de programacién de JavaScript, el
entorno de ejecucion de JavaScript de Node.js, el
framework de desarrollo web para Node.js de Express, el
ORM de Sequelize, el sistema de gestion de base de datos
relacional de MySQL, el middleware de autenticacion de
Passport, el motor de plantillas de cédigo abierto de EJS,
el framework de Bootstrap CSS, el formato de intercambio
de datos JSON vy el IDE de Visual Estudio Code. Como
contribucion se cuenta con una aplicacion web que permite
la sincronizacion de fichas disponibles y la venta de una
maquina expendedora de credenciales de acceso a internet
inalambrico, que se conecta a través de internet. La
metodologia empleada permitié tener un proceso de
desarrollo adecuado para obtener un producto de calidad
que dio como resultado una aplicacion web que brinda de
manera eficiente las credenciales de acceso disponibles y
administra las credenciales de acceso adquiridas de la
maquina expendedora.

Metodologia, Aplicacion, Desarrollo, Sincronizacion,
Credenciales
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Introduction

Object-Oriented Hypermedia Design and
Hypermedia (OOHDM) is a model focused on
the development of hypermedia applications,
proposed by Daniel Schwabe and Gustavo Rossi
with the objective of simplifying and facilitating
the design of hypermedia applications, its stages
are: information gathering and conceptual
design, navigation design, abstract interface
design and implementation. Web applications
are tools that allow performing operations from
a computer through the internet and according to
them for the development of web applications,
the most used methodology is the agile
methodology and they observed that OOHDM
meets the most optimal method (Rios, Ordoéfiez,
Segarra, & Zerda, 2017).

JavaScript is an interpreted programming
language used primarily to create interactive
web applications. It runs on the client side (web
browser) and allows user interaction,
manipulation of the DOM (Document Object
Model) and the creation of animations and visual
effects on the web page. It is also used on the
server side (Node.js) to create web applications
and APIs (Mozilla, s.f.)

Nodejs is a JavaScript runtime
environment based on Google Chrome's V8
JavaScript engine. It was created by Ryan Dahl
in 2009 and allows developers to use JavaScript
both client-side and server-side. Node.js is an
open source server-side programming platform
that uses a non-blocking, event-driven
input/output model to provide fast, scalable
performance (Kinsta, 2021).

Express is a web development
framework for Node.js that allows you to create
web applications and APIs quickly and easily. It
was created in 2010 by TJ Holowaychuk and is
currently one of the most popular and widely
used frameworks in Node.js. Express provides a
number of features and tools for developing web
applications, such as routing, middleware,
integration with other Node.js modules, error
handling and RESTful API creation. In addition,
it is highly customizable and allows developers
to define their own application architecture.
(Express, n.d.; Startechup, 2021).
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Sequelize is a Node.js ORM (Object-
Relational Mapping) that allows developers to
interact with relational databases using
JavaScript objects. Sequelize is compatible with
different relational databases, such as
PostgreSQL, MySQL, SQLite, among others
(Sequelize, n.d.).

MySQL is an open source relational
database management system (RDBMS) widely
used in web applications. It was originally
created by Michael Widenius and David Axmark
in 1995, and has since been acquired by several
companies. MySQL is compatible with multiple
programming languages, such as PHP, Python,
Java, Node.js, among others, and is used in a
wide variety of applications, from small web
applications to large enterprise systems.
(MySQL, n.d.; IONOS, 2022).

Passport is an authentication middleware
for Node.js that is used to authenticate requests
in web applications. It provides a set of
authentication strategies that allow developers to
authenticate requests using different services,
from local authentication to services such as
Google, Facebook, Twitter, among others
(Passport, n.d.).

EJS (Embedded JavaScript) is an open
source template engine for JavaScript that runs
on the server. It allows developers to create
dynamic web pages by generating HTML
through templates containing JavaScript code
and HTML markup. (EJS, n.d.)

Bootstrap CSS is a popular framework,
which includes a set of predefined styles, classes
and components of HTML, CSS and JavaScript
to help developers create web pages quickly and
efficiently. It was originally created by Twitter
and is now maintained by the open source
community. It offers a wide variety of features,
such as a responsive grid system, typography,
forms, buttons, navigation, modals, alerts and
much more. (RockContent, 2021).

JSON is the acronym for "JavaScript
Object Notation”. It is a lightweight data
interchange format that is easy for humans and
machines to read and write. It is mainly used to
transfer structured data over the web (MDN Web
Docs, n.d.).

SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-
AMBRIZ, Rosalba, LUNA-CARRASCO, Claudia Yadira and
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Visual Studio Code is an open source
integrated development environment (IDE)
developed by Microsoft that is used to write,
debug and enhance software code. It is also
highly customizable and supports a wide range
of extensions and plug-ins that can help improve
developer productivity. It supports several
programming languages and is widely used by
software developers and programmers around
the world (Microsoft Corporation, 2021).

The article describes the methodology
for the development of a web application that
allows the administration, availability and token
sales (credentials, username and password) of a
token vending machine to connect to a wireless
internet access point (hotspot) of a wireless
internet service provider (wisp) that sells access
credentials on a prepaid basis.

The importance of this web application is
that it facilitates the management of available
credentials and sales control for the vending
machine from any location where internet access
is available and eliminates the need to go on site
to add more available credentials to the machine.

Although there are several solutions that
could be carried out to have the web application
and one of them prior to this article, the
administration of credentials from google
services using a google datasheet was presented.
However, there was a need for a customized web
application with a friendly and easy to use
interface.

And as mentioned by Pandurman (2023)
data from different sensor devices can be
accepted directly and through network
connections, which will be used in real time for
user interfaces, text files and access to other
systems through Representational State Transfer
Application Programming Interface (REST API)
services.

A solution was sought for the web
application to manage the credentials and
perform the cuts of tokens sold from various
vending machines using a REST API.
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The problem that is mainly addressed is

that the vending machines will be placed in rural
communities that are difficult to access or are
located far from the city, and if the access
credentials, which were originally sold in paper
cards, had to be printed and taken to the locality
when they ran out, it is now possible through the
web application to load them and have them
available when required, making it easier to
determine the amount of credentials sold and the
cash amount to be held at the time of withdrawal.
In addition, it reduces the use of paper printing
and allows local people to acquire them in self-
service format at any time, 24 hours a day.
In the first section of the article you will find
descriptions of the terms wused as the
methodology employed and the technology used
for the development of the application, a brief
description of the problem and objective,
followed by the description of the activities
carried out by stages of the methodology that
was worked, results where the pages of the
application are shown and the functionality for
vending machine management is described, the
acknowledgements to our funding source, the
conclusions and finally the references or sources
of consultation used.

Methodology to be developed

The methodology used for the development of
the web application was the OOHDM.

The artifacts generated by each stage are
presented below:

Stage 1. Requirements gathering and
conceptual design

The functional requirements of the application
were as follows:

RFO01: The application should allow
registering a system administrator and request
username and password to log in.

RF02: The application should show
general information on available tokens sold,
total tokens held and show the profile of the most
sold tokens, statistics by profile of available
tokens, sold tokens and total tokens held.

RF03: The application must allow adding
new cards under the command format:
name=AA00001 password=276 limit-
uptime=02:00:00 profile= "PLAN_TEST".
SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-
AMBRIZ, Rosalba, LUNA-CARRASCO, Claudia Yadira and
LUNA-TREJO, Cupertino. Development of a web application for

hotspot token vending machine administration. Journal Computer
Technology. 2023
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RF04: The application must allow to
perform search filters by cards and profiles.

RFO5: The application must have a sales
section and show the amount of total sales and
by dispatching machines per profile.

RF06: The application must allow the
following configurations: change the system
user, change the password, add new profiles, edit
existing profiles, activate or deactivate and
delete them, add new vending machines, edit
existing ones, deactivate or activate and delete
them, delete the history of tokens sold by
different search filters.

RFQO7: La aplicacion debe permitir el
cierre de sesion.

Figure 1 shows the use case diagram of
the web application.

API-VENDING
" Newuser ™ -~
A._registration_ .
Egistratior

<<extend>>

l<cuses>

U S R o " ,_ _

Ve . ~ ./,D o N o | esextend>>_— —
Ogin - ashboal - ions mm——maa Y
o B P ya *\\\_‘ SR _/)\ 1 Configuration P,

— ecextendss Y —
Actor

user «ealend»«\

Manager (, —
4 logout )

Figure 1 Diagram of use cases
Source: Own elaboration

Stage 2 Navigation design

Figure 2 shows the navigability map of the
application.

New user
registration

Dash-
board

Login

Option

Statistics

Add
Token

Records

Figure 2 Navigability map

Source: Own elaboration
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Stage 3 Abstract interface design

The Abstract Data View (ADV) model was used
to design the abstract interface.

DASHBOARD

<ICON> FILTER

VENDING MACHINE SALES
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=<ICON> DELETE SOLD TONENS

Figure 3 Abstract views
Source: Own elaboration

Stage 4. Implementation

The hotspot token vending machine web
application follows a client-server architecture.
The server side has been developed using the
JavaScript programming language, through the
Node.js runtime environment and the Express
framework. In addition, the application has a
connection to a MySQL database, accessed
through the Sequelize ORM, which facilitates
interaction with the stored data.

For user authentication, the system uses
the Passport authentication middleware, which
allows easy administration of system users and
their sessions. As for the graphical interfaces of
the application, they are generated by the server
using the EJS template engine and sent to the
user's web browser.

From the client side, there are two
possible ways to interact with the system. The
first is through a web browser, accessing the
HTTP address where the system is hosted. In this
way, the user can make requests to the server
using the HTTP protocol and obtain the views
and data generated by the system, allowing him
to manage the tokens, the vending machines and
the sales made.
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The second way to interact with the system is
through a vending machine. In order to carry out
queries and sales of the tokens stored in the
system, it is necessary to properly configure the
machine. The interaction is done through the
JSON format, by sending requests to the server
and receiving responses.

Figure 4 shows the client-server architecture
used for the application.

Figure 4 Client-server architecture. Own elaboration.

Figure 5 shows the relational diagram of the
classes, attributes and operations of the
application.

n o proending ApiKeys ﬂ @ bd I Fichas g ot Perfils
pid:int [ pid:int Teid:int
@ name : varchar(255)

¢ user : varchar(255) @ profile : varchar(255)

# key : varchar(255) password : varchar(255) / # price : decimal(10,0)

/

# status : tinyint(1) /

# status : tinyint(1) time : varchar(255) # status : tinyint(1)

@ createdAt : datetime @ createdAt : datetime

m updatedAt : datetime @ createdAt : datetime ® updatedAt : datetime

= updatedAt : datetime ‘
g 2 : ding Managers 1 # ApiKeyld : int I

id :int
. « Perfilld : int 4
¥ user : varchar(255)
password : varchar(255)
m createdAt : datetime

@ updatedAt : datetime

Figure 5 Relational diagram. Own elaboration.

Table 1 shows the routes of the web application.
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/ GET HTML

System login page

/signin GET Redirect / System login page
[signin POST user, HTML System Login
password
Isignup GET HTML System registration
page
Isignup POST user, HTML System registration
password,
passwordCo
nfirm
/logout GET Redirect / Logout
/change-user POST user Redirect Change user name
/config
/change- POST password, Redirect Change user
password newPasswor config password
d,
newPasswor
dConfirm
/config GET HTML Configuration page
/dashboard?s GET HTML Administration page
tatus=&profi
le=&vendin
g=&page=
/addProfile POST profile, price Redirect Add new profile
/config
/change- GET Redirect Change profile
profile- [config status
status/id
ledit- GET HTML Edit profile page
profile/id
ledit- POST profile, Redirect Edit a profile
profile/id price, status /config
Idelete- GET Redirect Delete a profile
profile/id /config
laddKey POST name Redirect Add new vending

/config machine

Ichange-key- GET Redirect Change vending
status/id /config machine status
ledit- GET HTML Edit vending
vending/id machine
pagevending
ledit- POST name, key, Redirect Edit a vending
vending/id status /config machine
Idelete- GET Redirect Delete vending
vending/id Iconfig machine
[fichas POST fichas Redirect Add tokens
/dashboard
[clearHistory POST range Redirect Delete cards
/config
Ivending POST JSON JSON Auvailable profiles
{ {
“key”:” "estatus'":
} "Correcto",
"result": [
"perfil":
"precio": 0,
"disponibles": 0
}
]
i
Ivending/pri POST JSON JSON Sold hotspot profile
ce { {
“key”:” "estatus":
} "Correcto",
"result": {
"user": "",
"password":
"precio": 0
}
}

Table 1 Routes of the application
Source: Own elaboration

Results

Figure 6 shows the first login page to the
application, where you must register a new user
who will be the system administrator, enter name
and password and password confirmation, then
you can log in.
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Figure 6 New user registration page
Source: Own elaboration

Figure 7 shows the login page.

E IR — n - m PR
EVENDING MACHINE

LOG IN

Figure 7 Login page
Source: Own elaboration

When logging in with the registered user
and password you will enter the application and
see the main page divided into 3 sections:
statistics, add cards and cards, as shown in
Figure 8.

) i e e MoE et hDL

SWWENDING MACHINE

DASHBOARD
STATISTICS
40/ LABLE TOKENS 230 ToKENS S0LD: 51

ADD TOKENS

RECORDS

Aitoble Tokons - | profios v
v eronLe uszn PASSWORD  TIE STATUS  CREATION DATE
149 STUDENTPLAN  ABGOL3D 287 00010000 Available 05

(50)
150 STUDENT PLAM ABDOLEL 0BT 20:01:00:00
181 STUDENT_PLAN ARBOOI3Z 333 00:01:00:00  Available

150)
152 STUDENT PLAN  ABGO133 857 000L:00:00  Avsilas

159)
5% STUDENTRLAN  ARG0IZ4 705 0:onan00

0]

154 STUDENT PLAN ABIO13E 672 90:01:00:00  Avzilanl:

Figure 8 Dashboard page
Source: Own elaboration
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1. Statistics: this section displays general
statistics showing information on
available, sold, total and most sold
tokens; and statistics by profile showing
available, sold and total tokens.

2. Add tokens: in this section the
commands are entered with the
mandatory data structure:
name=AA00001 password=276 limit-
uptime=02:00:00 profile=
"PLAN_TEST", shown in Figure 9.

ADD TOKENS

Figure 9 Add tab section of the statistics page
Source: Own elaboration

3. Cards: this section displays cards by
applying any of the search filters: by
available cards, sold cards and all cards of
all profiles or by any other profile that is
registered.

On the upper right side is the "Options"
drop-down menu that allows you to go to the
sales, configuration or logout page. As shown in
Figure 10.

DASHBOARD

STATISTICS

avAILABLE TaRENS: 23 TokENs 010 5

Figure 10 Options menu
Source: Own elaboration

Sales: this option shows the information
on sales made and is divided into two sections:
total sales and sales of the vending machine. As
shown in Figure 11.

ISSN 2531-2197
ECORFAN® All rights reserved.

June 2023, Vol.7 No.18 23-31

EWENDING MACHINE

SALES

TOTAL SALES

VENDING MACHINE SALES

Figure 11 Sales page
Source: Own elaboration

The sales section shows general
information on: tokens sold, tokens available,
total accumulated amount and top selling
machine.

The vending machine sales section
displays machine information, profiles, tokens
sold and accumulated balance by the selected
sales search filters: today, yesterday, week, last
week, month, last month, by custom date range
and all sales.

2. Configuration: this option allows
making the general configurations of the
application for its operation and is divided into
three sections: profile, security and profiles,
vending machine and clear history. As shown in
Figure 12,

SAMPAYO-RODRIGUEZ, Carmen Jeannette, GONZALEZ-
AMBRIZ, Rosalba, LUNA-CARRASCO, Claudia Yadira and
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EVENDING MACHINE

SETTING

PROFILE

SECURITY

PROFILES

MMMMMM

VENDING MACHINES

CLEAR HISTORY

Grezter than ane year
BIDELETE 501D TORKENS.

Figure 12 Configuration page
Source: Own elaboration

Profile: this section allows you to change
the name of the web application user.

- Security: this section allows you to change
the password to enter the system.

- Profiles: this section allows to create and
save the profiles of the cards: name, price,
status, creation date, last modification.
Once the profiles have been created, they
can be edited: activate or deactivate the
profile, edit the selected profile and delete
the selected profile.

- Vending machine: this section allows to
name the machine and generate a new api-
key. Once created, it shows the machine
information: name, api-key, status,
creation date, last modification and the edit
buttons to activate or deactivate the
machine, edit and delete.
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- Clear history: this section allows deleting
sold cards by date: older than one year, six,
three or one month, all sold, all cards -
reset of sold for all machines or a specific
registered machine. Such deletion of the
history is with the confirmation of the
password of the root administrator of the
application.

- Logout: this option closes the web
application by returning to the web
application authentication page.
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Conclusions

The methodology used allowed to have an
adequate development process to obtain a
quality product that resulted in a web application
that efficiently provides the available access
credentials and manage the access credentials
purchased from the vending machine.

There is a web application hosted on a
free onreder.com server, which allows to
manage the availability and sale of wireless
internet access credentials of a vending machine.

The application works adequately,
however one of the improvements that can be
made is to upload it to a paid server to make the
connection between the vending machine and
the application more efficient in order to reduce
the communication time with the server.
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Abstract

In a global scenario, the amount of equipment exposed, the
defense tools installed, the user culture and the subculture
of information theft and damage to assets, it is necessary
to create predictive stochastic models that can create a
quantitative simulation about of a possible attack, and
where appropriate the spread of it in an environment.
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Resumen

En un escenario mundial, la cantidad de equipos expuesta,
las herramientas de defensa instaladas, la cultura del
usuario y la subcultura de robo de informacion y dafio en
activos, se hace necesario la creacién de modelos
estocasticos predictivos que puedan crear una simulacién
cuantitativa acerca de un posible ataque, y en su caso la
propagacién del mismo en un entorno.
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Introduction

With the continuous expansion of global
network communications, the combination of
traditional industries and the Internet is
becoming more and more extensive. Network
attacks are becoming more and more frequent,
resulting in more and more threats and network
losses.

Network security situational analysis
(NSA) technology [I] incorporates data from
intrusion detection system (IDS), firewall, virus
detection system (VDS) and other network
security protection devices. Essentially, it is an
overall reflection of network security status and
trends and can further serve as important
evidence for early warning, network hardening
and attack responses.

DBAG situation awareness or situational
awareness [I1] (SA) is a mental representation
and understanding of objects, events, people,
system states, interactions, environmental
conditions, and any other factors in a specific
situation that may affect the performance of
complex or dynamic human tasks.

CVSS. The vulnerability measurement
and scoring system, which allows to translate an
arithmetic score into a qualitative representation
of attack risk (low, medium, high and critical)
[I1]. This model, together with what is used in
statistics and econometrics, in particular in time
series, an autoregressive integrated moving
average model or ARIMA methodology
(autoregressive integrated moving average) is a
statistical model that uses variations and
regressions of statistical data in order to find
patterns for a prediction into the future. It is a
dynamic time series model, i.e. future estimates
are explained by past data and not by
independent variables. It was developed in the
late 1960s. Box and Jenkins (1976) systematized
it [IVV] to achieve predictive models based on
historical variables.

SNORT IDS. [V] It is an intrusion
detection system, which for this research will be
used in its intrusion prevention mode.

Micro Focus ArcSight is a cyber security
product, first launched in 2000, that provides big
data security intelligence and analytics software
for security information and event management
and log management.
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MULVAL. It is a network security
analyzer based on logical concepts, developed
by Kansas State University.
https://github.com/risksense/mulval.

The situation prediction technology includes
two steps:

1. The first is the recognition of the situation.
It refers to understanding the factors of the
overall situation in the current network.
The factors include the information of the
network environment, attack strategies and
defense strategies. The object is the current
security state.

2. The second is situation prediction. Based
on the previous step, it analyzed the
regularity of the security situation and
predicted the future trend in advance.

The exponential smoothing method is a
way of forecasting the demand for a product over
a given period. It estimates that demand will be
equal to, for example, the average of historical
consumption for a given period, giving greater
weighting to values closer in time. It is optimal
for random demand patterns where it is relevant
to eliminate the impact of historical irregular
elements by focusing on recent or targeted
demand periods. [VI]

The 3 methods of predicting the network
security situation by category are:

1.  Methods based on time-space sequence
(STS). The assumption of this method is
that the change of the safety situation is
regular and periodic. Suitable for short-
term forecasting, time prediction is the
next phase, and the value is fuzzy. [VII]

2. Methods based on graph theory (GRT).
The GRT method uses vulnerability
information in the network environment to
generate the state transition diagram. In
addition, it is designed from the intruder's
perspective. The future situation is
predicted based on the current network
situation. [VI1II]

3. Method based on game theory (GAT).
Game theory is the study of mathematical
models of conflict and cooperation
between intelligent rational prediction of
decisions. [IX][X]
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Other necessary studies are required to
solve the following problems:

1. General situational factors. STS and GRT
methods primarily analyze attacker and
environment information while ignoring
defense information.

2. Accurate and complete prediction of the
situation. Current research focuses on
discovering the attack target, recognizing
the attack path and predicting the
probability of success.

In this document, a quantitative network
situation prediction method that unifies the
dynamic Bayesian attack graph (DBAG) is
demonstrated.

The contributions of this document are as
follows:

4. 1.- More complete  prognostic
information is obtained. The highlight is
that not only can we predict common
behaviors such as attack focus, attack
path and probability of exploitation. In
addition, the specific time to
compromise the network can be
calculated.

5. 2.- We design the risk quantification
method for the security situation based
on attack prediction. We provide a
complete solution for the administrator
to understand the security situation by
quantitative value. One innovation is that
we combine the common vulnerability
scoring system (CVSS) [XI] with the
information  of  predicted attack
behaviors to quantify the possible risk
from two angles of host and network.

Methodology to be developed

1. Network security situation prediction
model. Predictions depend on the assessment of
the adversary's attack capability, the effects of
the defender's strategy, and information from the
dynamically changing environment.
Consequently, any change in the network
security situation will lead to more or less
changes.
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Framework for quantifying the security
situation based on attack predictions. The
core idea is through collecting various
information from running states of network
devices to be aware of the "current situation™ of
the network, including network topology and
connectivity, attack capability, observed attack
events and defense strategies. Then, the above
sample data is encoded into the DBAG to predict
the possible attack.

Based on the attack prediction results and CVSS,
we can further quantify the "future state™ through
security risk metrics. The feature of the
framework is that the "future situation” can be
adjusted in real time along with the "current
situation” flexibly at any time. [XII]

Fopmgs 3 e i s s adter oy
ettt o e ' smwna | ln | B L ———
s wvans ||| s i ®

.

£ g s e

Figure 1 Predictive network security framework
Source: [XII1]

According to the framework, the specific
steps are summarized as follows:

Step 1 Compilation of network security
status factors.

Step 2 Network attack behavior
prediction.

Step 3 Prediction of the network security
situation.

2. Attack prediction algorithm

In this section, we first evaluated the attack
capability of the adversary, then we calculated
the wvulnerability and the probability of
exploitation of such vulnerability, as well as the
expected time cost of future attacks, finally we
calculated the prediction algorithm based on the
DBAG and the complexity of the algorithm.

Attack Capability Metric. Assume that
the attacker's ASLK attack capability is equal to
the highest ever exploited ACPX of ASLK can
be formulated as follows:

ASLK = max(ACPX (Vuln)) 1)
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Vulnerability exploitability

probability metric. The relative vulnerability
exploitability probability under different ACPX
and ASLK is shown in Table 1.

P(ACPX,ASLK)
ASLK=LOW ASLK=MEDIUM ASLK=HIGH
Low 0.56 0.69 0.89
Medium 0.3 0.51 0.75
High 0.1 0.3 0.4

Table 1 Assessment of the probability of vulnerability
exploitability

Source: Information processed with data obtained from
the measurement of a network of 300 computers, between
March 10 and March 23, 2023.

The probability of exploitability at the
age or exposure time of the vulnerability (v), is
as follows:

_ p(ACPX,ASLK)

Expected Attack Time-Cost Metric.
The expected exploitation time with an unknown
vulnerability cost V denoted as ASLTexpcted is
as follows:

ASLTprior
p(v) ©)

DBAG-based attack prediction
algorithm. In this subsection, we encode the
above information into the DBAG. In addition,
by calculating the state transition equilibrium,
the possible follow-up attack information can be
predicted according to the equilibrium state.

ASLTEsperado =

Performance andlisis of algorithms.
The complexity is:

0 (nk) @)
The complexity of the space is:

O (4n2 + 2n) (5)

3. Method of quantification of the security
situation.

The impact metric of a vulnerability v is
as follows:

Impact (V) = 10 x (1 = (1 =€) x (1 = ) x (1 — 4) (6)
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Where C, I and A are the confidentiality,
integrity and availability impact sub-scores
respectively, and the score is obtained by
querying the U.S. government's National
Vulnerability Database (NVD) (NIST, 2023).
[XIV]. The quantification of the security
situation can be measured by the different types
of attack and the severity of the threat.

Algorithm for quantifying the security
situation. Input. Input matrices (SP, AT, DT,
QD), vectors (T, P) and information (x, y, V,
Weight). Output. Output NSAr (hostx) and
NSAr (network).

Results

For method verification, SNORT IDS is used to
collect the raw alert data during the test.
Subsequently, two prediction experiments are
conducted to verify the validity and rationality of
our methods. Finally, the advantages of our
methods are compared and discussed.

Network environment information.
Small-scale experiment, the network is built and
its topology is shown in Figure 2.

Bloque de 300 equipos, de los cuales se seleccionaron aleatoriamente 4

Mz
o 8

192.168.0.62-63

2] ] g

Figure 2 Test or experimental network topology
determined for the research.
Source: Own elaboration

DMZ

The network includes the firewall,
intrusion detection system, five victim hosts and
one attack host through the firewall with preset
policies, the network is divided into two subnets.

Host M1 and IDS are deployed in the
DMZ zone, and victim hosts M2, M3, M4 and
M5 are deployed in the trusted zone. In addition,
external hosts are prohibited from accessing
hosts in the trusted zone and the adversary
(connected to the Internet) can only
communicate with host M1 (in the DMZ zone)
via HTTP protocol (port 80).

SAUCEDO-LEON, Daniel, SAMPAYO-RODRIGUEZ, Carmen
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Through scanning and querying network
vulnerabilities on NVD public sites, we can
obtain detailed information about vulnerabilities
as shown in Figure 3 and Table 2.

Base Scores Temporal Environmental Overall
10.0 10.0 1 10.0 100

8.0 2.0 8.0 80

6.0 6.0 6.0 N 6.0 .
6.1

40 4.0 4.0 1 I 40

2.0 2.0 2.0 1 I 2.0

0.0 0.0 0.0
Base  Impact Exploitability Temporal

Environmental Modified Impact Overall

Figure 3 Predictive Network Security Framework
Source: Own elaboration

Whose attack vector is: CVSS v3.1
Vector
AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:H/A:H/E:H
/IRL:O/RC:C/CR:H/IR:H/AR:H/MAV:N/MAC:
H/MPR:L/MUI:R/MS:C/MC:H/MI:H/MA:H

Service Impact CVE Code
Apache 2.9 CVE-2020-1954
DNS 6.4 CVE-2008-4126
Linux cfingerd |10 CVE-1999-0243
Windows 10 CVE-2020-17051
Network File
System
DNS 10
MYSQL 2.9

CVE-2020-1350
CVE-2014-0420

Table 2 Vulnerability information
Source: Own elaboration

Six vulnerabilities are discovered in the
five internal hosts, each of the six vulnerabilities
is unique, publicly known and denoted by a CVE
identifier.

According to the network topological
structure and vulnerability information, the
MULVAL tool is employed to generate the
network attack graph as shown in Figure 4.

Atacante

M1

Apache| (1,1} '
root (1) S root (1)
07 root(1)| 0.5 05
M4 0 5

7 M3 o M2 T M3 user (3) M3
Bme (3.4) i MS Office {2,3} )« PostgreSQL {1,2}) MS Office {1,3}

07 . Lnx@3

user(3)/ g5 [user(3) root (3)

user (4) root(2)| 0.7 05 07

07 R
07 \ PostgreSQL (3,2}

4 M3 -
user (3) Linux{3.3) root (2)

0.7
o7 07 100(3)

root(3)| 0.7

Ma
Bmec{34) [

07 | user(4)

S M5
Radius {45}
| root(5)

Estado de Root
Objetivo alcanzado

Figure 4 Experimental network attack graph
Source: Own elaboration
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The granularity of the generated attack
graph is the polynomial level, meanwhile, the
generated graph is a directed acyclic graph.

Data collection test. To obtain from the
real world experimental data, two skillful users
of our network attack and defense scenario were
selected and simulated, playing the roles of
adversary and defender, respectively, and
performing the experiment on the test network.

Experiment 1. In the first experiment,
the raw alert sample data was selected from 9:00
am -11:00 am and analyzed through the
ArCSight attack detection tool, finding the
Exploit Vulnerability Probability Assessments
and Expected Attack Time Cost shown in Table
3.

CVE # Probability of

Attack expectation

success in time/cost (h)

CVE- 0.7230 0.2746
2020-1954

CVE- 0.5163 0.3845
2008-4126

CVE- 0.3097 0.6409
1999-0243

CVE- 0.7222 0.2749
2020-

17051

CVE- 0.7215 0.2751
2020-1350

CVE- 0.7229 0.274 6
2014-0420

Table 3 Experiment 1
Source: Own elaboration

The attacker has executed vulnerability
exploitation on hosts M1 and M2 at 9:18 a.m.
and 9:42 a.m. To forecast the subsequent attack
behavior and security situation, the predictive
algorithm and threat quantification method
implemented together, the following steps were
carried out and shown in Figure 5:

Step 2 Vulnerability Step 3 Expected
exploitability Attack Time
probability metrics Metric

Step 1 Attack
Capacity Metric

Step 5
Quantification of
the Network
Security

Step 4 Prediction
of attack
behavior

Figure 5 Steps of the predictive algorithm and quantitative
threat method
Source: Own elaboration
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Transition Probability Time/Cost
Expectation
S1->82 CVE-2020-1954 0.7230 0.2746
S2->S3 CVE-2008-4126 0.5163 0.3845
S2->S4 CVE-2020- 0.7222 0.2749
17051
S2->S6 CVE-2020-1350 0.7215 0.2751
S3->S4 CVE-2020- 0.7222 0.2749
17051
S3->S5 CVE-1999-0243 0.3097 0.6409
S3->S6 CVE-2020-1350 0.7215 0.2751
S4->S3 CVE-2008-4126 0.5163 0.3845
S4->S5 CVE-1999-0243 0.3097 0.6409
S4->S6 CVE-2020-1350 0.7215 0.2751
S4->S7 CVE 2014-1878 0.7229 0.2746
S5>S3 CVE-2008-4126 0.5163 0.3845
S5->S6 CVE-2020-1350 0.7215 0.2751
S6->S7 CVE 2014-1878 0.7229 0.2746

Table 4 Description of attack behavior
Source: Own elaboration

According to Table 4, there are 14
different types of transition states/behaviors in
the target network based on the primary attack
sequence extracted from the observed sample
alert.

All 9 possible attack paths from S1 to S7
are depicted in Table 5.

Number Attack Route |
Ruta 1 S12>82->86>S7
Ruta 2 S1>S2->S3->S4->S7
Ruta 3 S1>S2->S3->S6>S7
Ruta 4 S1>S2->S3->S54->S5>S6>S7
Ruta 5 S1>S2->S3->S5>S6>S7
Ruta 6 S1>S2->S4->S6>S7
Ruta 7 S1>S2->S4->S3->S6>S7
Ruta 8 S1>S2->S4->S5>S3->S6>S7
Ruta 9 S1>S2>S4>S4->S6>S7

Table 5 Possible attack routes
Source: Own elaboration

Quantification of the security situation
occurs in two situations described below:

1. Host security status. We use the security
situation quantification algorithm to calculate
The security situation of hosts and network as
detailed in Table 6.

Iterations | M1 M2 M3 | M4 M5 Web

0] 226397 0 0 0] 1.02
2.26 | 397 | 6.44 | 4.47 0] 3.20
2.26 | 397 | 6.75 | 5.32 | 0.63 | 3.62
2.26 | 397 | 6.75 | 6.04 | 1.76 | 4.11
2.26 | 3.97 | 6.75 | 6.70 | 2.12 | 4.35
2.26 | 397 | 6.75 | 6.70 | 2.44 | 4.44

| N|F-

Table 6 Security predictions
Source: Own elaboration
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Based on the predictions of attack
behaviors obtained in step 4, the security
situation of the host network is visualized
illustrated in Figure 6, in which the horizontal
axis is the cycle and the vertical axis is the NSA
value [XV]. The higher value indicates the
higher risk level at that time.

LA

Clelos. Ciclos
-l -
-2 -2
1 M3 1 M3
- -
- s -5

01 2 3 45 6 7

(a) Expectativa de costo-tiempo de defensa (f=2h) (b) Expectativa de costo-tiempo de defensa (=1.5h)

Figure 6 Host security status
Source: Own elaboration

By using the quantification of the host
security situation, the administrator can
recognize the threat of hosts, severity and further
control the security risk of critical assets in a
timely manner.

2. Network security situation. Considering two
cases in Figure 7, the cost of defense time t = 2
and t = 1.5. the changes in the network security
situation are illustrated in Figure 5, where the
horizontal axis indicates the completion time of
each attack step and the vertical axis indicates
the security with its risk value, the higher value
means the higher network risk, combined with
Figure 5, we can obtain the following:

(a) Expectativa de costo-tiempo de defensa (t=2h) {b) Expectativa de costo-tiempo de defensa (#=1.5h).

Figure 7 Network security status
Source: Own elaboration

- Similarities. In the initial phase, the entire
network was at a "low" risk level, but, with
the deepening of the attack phase, the
attacker gradually realized the purpose of
the invasion and the corresponding
security risk and deficiencies were also
increasing. Then the risk level was
transformed to "medium", which is
verified as true Dby the applied
examinations and tests.
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- Differences. Two cases are taken into
account as follows; for the case t = 2, the
attack ends in almost 1.8 h. During this
period, the risk continues to increase. The
results confirm that the change in the
network situation may reflect the actual
attacks of the method used.

For the case t = 1.5, along with the
vulnerability applied by the defender, the
attacker cannot continue to invade the host M5,
so the invasion ends in almost 1.4 h, which
indicates that the total network risk can be
effectively reduced by strengthening the defense
strategies.

Also, the results show that the predictions
can be updated according to the defense
strategies adaptively.
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Conclusions

To optimize the prediction of the current
network situation with this predictive method,
two fundamental contributions are achieved in
this paper.

1. The general factors of the network situation,
such as attacker, defender and environment
are taken into account to reflect dynamically
and in real time the attack-defense
confrontation feature.

2. The security situation is displayed from two
levels (host and network) based on
comprehensive attack prediction
information.
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Specifically, a prediction method of
network security situation using the Bayesian
attack graph presented in this paper through
assessing the adversary's attack capability and
combining the already detected alert events, it is
possible to analyze the subsequent attack
behaviors.

Based on that, the underlying security
risk of the host and network are quantitatively
calculated with the CVSS and asset information.
The results show that this method is feasible,
flexible and of low computational complexity in
contrast to other similar studies.

This solution can achieve the purposes of
an accurate attack, achieving intent recognition,
route detection and probability of success
through predictive action. In addition, the time
cost of each step in the iterations makes it
possible to calculate attack scenarios.

By quantifying the attack threat, the IT
system administrator can assess the severity of
the critical threat to assets and further infer and
control the security situation in a timely manner.
As we all know, the attack threat is always
hidden within a network. Once an exploit occurs,
the latent risk will be brought to the table,
causing a series of security issues.

In the future of further research, an
effective security strengthening strategy could
be implemented based on the predictions of the
security situation of each network, moreover,
considering that all routes can be used to
penetrate the system and to violate critical assets,
the cost and benefit are different for each case
and thus what is associated with the selected
route.  Therefore, to achieve security
improvement on a cost-benefit basis in a budget
constrained scenario is the key point in this
research.
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